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Sr.no

Aim

Date

Page No

Sign

A.Use the following tools to perform footprinting and
reconnaissance

i. Recon-ng (Using Kali Linux)
ii. FOCA Tool

iii. Windows Command Line Utilities

e Ping

Tracert using Ping

Tracert

NSLookup

iv.Website Copier Tool — HTTrack
v. Metasploit (for information gathering)

vi. Whois Lookup Tools for Mobile — DNS Tools, Whois, Ultra
Tools Mobile

vii. Smart Whois
viii. eMailTracker Pro

ix. Tools for Mobile — Network Scanner, Fing — Network Tool,
Network Discovery Tool, Port Droid Tool

B. Scan the network using the following tools:

i. Hping2 / Hping3

ii. Advanced IP Scanner i

ii. Angry IP Scanner

iv. Masscan v. NEET

vi. CurrPorts

vii. Colasoft Packet Builder

viii. The Dude

A. Use Proxy Workbench to see the data passing through it and
save the data to file.
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B. Perform Network Discovery using the following tools:

i. Solar Wind Network Topology Mapper
ii. OpManager
iii. Network View

iv. LANState Pro

C. Use the following censorship circumvention tools:

i. Alkasir
ii. Tails OS

iii. Use Scanning Tools for Mobile — Network Scanner, Fing —
Network Tool, Network Discovery Tool, Port Droid Tool

3 A. Perform Enumeration using the following tools:
i. Nmap

ii. NetBIOS Enumeration Tool

iii. SuperScan Software

iv. Hyena

v. SoftPerfect Network Scanner Tool

vi. OpUtils

vii. SolarWinds Engineer’s Toolset

viii. Wireshark

B. Perform the vulnerability analysis using the following tools:

i. Nessus

ii. OpenVas

4 A. Perform mobile network scanning using NESSUS.

B. Perform the System Hacking using the following tools:

i. Winrtgen
ii. PWDump
iii. Ophcrack

iv. Flexispy
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v. NTFS Stream Manipulation
vi. ADS Spy

vii. Snow
viii. Quickstego

ix. Clearing Audit Policies

X. Clearing Logs

5 A. Use wireshark to sniff the network.

B. Use SMAC for MAC Spoofing.

C. Use Caspa Network Analyser.

D. Use Omnipeek Network Analyzer.

6 A. Use Social Engineering Toolkit on Kali Linux to perform Social
Engineering using Kali Linux.

B. Perform the DDOS attack using the following tools:

i. HOIC
ii. LOIC
iii. HULK

C. Using Burp Suite to inspect and modify traffic between the
browser and target application.

7 A. Perform Web App Scanning using OWASP Zed Proxy.

B. Use droidsheep on mobile for session hijacking

C Demonstrate the use of the following firewalls:

i. Zonealarm and analyse using Firewall Analyzer.

ii. Comodo Firewall

D. Use HoneyBOT to capture malicious network traffic.

E. Use the following tools to protect attacks on the web servers:

i. ID Server
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ii. Microsoft Baseline Security Analyzer
iii. Syhunt Hybrid
8 A. Protect the Web Application using dotDefender.
B. Demonstrate the following tools to perform SQL
Injection:
i. Tyrant SQL
ii. Havij
iii. BBQSQL
9 Use Aircrack-ng suite for wireless hacking and countermeasures.
10 Use the following tools for cryptography
i. HashCalc
ii. Advanced Encryption Package
iii. TrueCrypt
iv. CrypTool
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Practical no 1

Aim: Use the following tools to perform footprinting and reconnaissance.

Aim: Recon -ng
Commands:

marketplace search
--marketplace search ssl
--marketplace info ssltools
marketplace install hackertarget
modules load hackertarget
show options

options set SOURCE tesla.com
run

N krwWNE

Step 1: Open Recon-ng in the Kali linux, enter below command to search the library. Command “marketplace search”

= Shell No. 1
File Actions Edit View Help

T 1
I

11 I

www . practisec.com

No modules enabled/installed.

[recon-nglilidefault] > marketplace search

+

I Version
| Updated

+

| discovery/info_disclosure/cache_snoop
led | 2020-10-13 | | |

|l discovery/info_disclosure/interesting_files
led | 2021-10-04 | |

|l exploitation/injection/command_injector
led | 2019-06-24 | |

|l exploitation/injection/xpath_bruter
led | 2019-10-08 | |

I import/csv_file

Shell No. 1

File Actions Edit View Help

led | 2019-06-24 | | = |

instal
led

instal
led |

instal
led

instal
led |

instal
led |

instal
led |

| . | instal

led | o | |
| m . | instal
led | | |

+

D Has dependencies. See info for details.
K Requires keys. See info for details.

[recon-ng][default] > market e ir ertarce
Module installed: recon/domains-hosts/hackertarget
Reloading modules ..

[recon-ng][default] > i
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Step 3 : Now load the package using command “modules load hackertarget” and run next command “options set SOURCE
tesla.com” to set the address we desire scan.

& Shell No. 1
File Actions Edit View Help

| reporting/proxifier sk | instal
led | 2019-06-24 | | |

| reporting/pushpin | 1. | instal
led | 2019-06-24 | | *

|

| reporting/xlsx I 2. | instal
led | 2019-06-24 | |
reporting/xml I 2 | instal
led | 2019-06-24
+
+

D Has dependencies. See info for details.
K Requires keys. See info for details.

[recon-ng][default] > marketplace install hackertarget
Module installed: recon/domains-hosts/hackertarget
Reloading modules ...

[recon-ng][default] > modules load hackertarget

[recon-ng][default][hackertarget] > show options

Shows various framework items e

Usage: show <companies|contacts|credentials|domains|hosts|leaks|locations|net
blocks|ports|profiles|pushpins|repositories|vulnerabilities>

[recon-ng][default][hackertarget] > options set SOURCE tesla.com
Z e ——————————

SOURCE = tesla.com

[recon-ng][default][hackertarget] > l

Step 6: Use command run to execute the scan.

] Shell No. 1

File Actions Edit View Help

[recon-ng][default] > modules load hackertarget
[recon-ng][default][hackertarget] > show options
Shows various framework items

Usage: show <companies|contacts|credentials|domains|hosts|leaks|locations|net
blocks|ports|profiles|pushpins|repositories|vulnerabilities>

[recon-ng][default][hackertarget] > options set SOURCE tesla.com
SOURCE = tesla.com
[recon-ng][default][hackertarget] > run

TESLA.COM

Country: None

Host: tesla.com
Ip_Address: 104.85.4.91
Latitude: None
Longitude: None

Notes: None

Region: None

Country: None

Host: apacvpn.tesla.com
Ip_Address: 8.244.67.215
Latitude: None
Longitude: None
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Practical no 2
Aim:- Use of FOCA Tools.

Step 1: Open FOCA Tool, goto project -> select new project.

@ FOCA Open Source 34.7.1 - o X
B Project W Plugins  £X Options [ Tasklist @ About
=@ Project Name s o

- Network
A Domains O Google
-0 Document Analysis ‘ a [ Bng
[ DuckDuckGo

OPENSOURCE

| [ Search | | [ Seach Al

Id Type URL Download  Download Date Size Metadate

Time Source Seveity  Message

% Settings | | [4] Deactivate AutoScrol £ Clear B Save logto e

Step 2: Enter the URL then click the “Create” button.

. FOCA 0p=n Source 3.4.7.1 — o >
B Project | J Plugins  £X Options B Tesklist @ About
=@ Project Name
@[] Network
o X, Domains
-] Document Analysis O ‘ a
OPENSOURCE
Select project [ ]
Project name [Project of www.sncollege.com ]
Domain website [www sncollege com ]
Altemative domains | l
Folder where to save documents [C:\Users\RPIMS\AppData\Local\Ten| |||
Project date [25 February 2024 [=hal|
Project notes ‘ |
| B | @ cance
Time Source Severty  Message
R, Settings [}] Deactivate AutoScroll | 7 Clear B Save logto File

Step 3: Select the search engine and add the extension. Click on the “Search all” button.
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@ Project of www.sncollege.com - FOCA Open Source 34.7.1

Step 4: You will find the document getting the download.

@) Project of www sncollege com
- Network

d @A Domains

@-/[] Document Analysis

Custom search

B Project g Plugins &8 Options [ Tasklist @ About W

Search engines Extensions Al None

[ Google

= a X
B Project P Plugins €8 Options [ Tesklist (@ About W
=@ Project of www.sncollege.com s Extanslons. 8 Nooe
® E Dot A6 Bl s [ow [ ok
B Moot Clpox Dot SR
e OCa = o= f=0- oa
OPENSOURCE ° Oxs Cxsx [Jodg [
Custom search Q Search Al
id Type  URL Download  Download Date Size Metadatz

Foca Ll s Enns Ceesx [Jods [Jwpd

0PENSOURCE L_iDuckDick

ws  [Clusx [Jodg [Irf

URL
tps://www sncollege com/pdf/outside_i_sef_fin pcf
Htp://www sncollege.com/pd/sybms_adrmission_stude...
Fitp://www sncollege.com/fies/centrelist_sybcom.pdf
https://www sncollege com/pdf/syjc_science_admission.

htps://www sncollege.com/pdf Aybcom_admission_stud..

https://www sncollege com/pdf/outside_ii_self_fin pdf
http://www.sncollege.com/pdf/sybcom &
https://www sncollege com/fles it_syba pef
https://www sncollege.com/pdf fyic_atts_report_detais...
ttps://www sncollege.com/files At_fybcom pcf
ttp://www.sncollege.com/pdf/syba_admission_student

mission_stud...

Download Download Date

% 0 MR IR XN

Size
768.34 KB
157.81 KB

30.21KB
15453 KB
187.52KB
623.44KB
196.26 KB
39.46KB
83.76 KB
332KB
154.86 KB

Metar &
x
x
x
x
x
x
x
x
x
x
x v
>

Time Source Severty  Message
11:30:19 medium

Total found result count: 303
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Practical no 3

Aim : USING TRACE ROUTE

Step 1: Open cmd prompt.

Administrator: C:\Windows\system32\cmd.exe ]l o e

Microsoft Windows [Uersion 6.1.76011

Copyright {(c)> 2809 Microsoft Corporation. All rights reserved.

C:\Users\Sonali>

Step 2: Type cd\ and enter it will redirect to “C/directory”.

Administrator: C:\Windows\system32\cmd.exe \IE@j_J

Microsoft Windows [Uersion 6.1.760811]
Copyright <(c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\Sonali>cd\

C:\>

Step 3: Type tracert command and type www.reddit.com and press “Enter”.

B Administrator: C:\Windows\system32ycmd.exe

Microsoft Windows [Uersion 6.1.760811
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:sUserssSonaliXcds
C:s>tracert www . reddit.com

Tracing route to www.reddit.com [198._41_209_1411
over a maximum of 38 hops:

ms <1 ms 192.168.8.1

ms 1 ms 212-1-226-183.intechonline.net [183.226.1.2121]
ms 4 m=z 249-8-226—183 . intechonline.net [183.226.0.249%1
ms 69 ms 61.8.56.8

ms 66 ms he2.wr2.sinB.asianetcom.net [61.14.157.1851]

ms 65 giB-B-B._guw?_zin3_azianetcom.net [61.14.157.17@1

ms &5 te@—-B-8-4.guw3d.zin3.asianetcom.net [262.147.32.18

ms 61 ms s CDF-8814.asianetcom.net [2603.192.16%9.2261
ms 65 s 198.41.289.141

Trace complete.

G2

Step 4: Type tracert command and type ipaddress of reddit.com and press “Enter”.

BN Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 2089 Microsoft Corporation. All rights reserved.

C:sUserssSonalideds
C:s>tracert 198.41.20%.142
Tracing route to 198.41.20%9.142 over a maximum of 38 hops
s ns <1 ms 192.168.0.1
ns ns 212-1-226-103 . intechonline.net [183.226.1.2121
ms 249-A-226-183.intechonline.net [183.226.0.2471
ns 61.8.5%6.8
ns be2.wr2.sinB.asjianetcom.net [61.14.157.1851]
teB-8-4-B.wrl.zinB.asianetcom.net [61.14.157.371
teB-B8-B-B.guwd.sind.asianetcom.net [61.14.157.138

ns s CDF-BB14.asianetcom.net [283.192.16%.2261
64 ms = s 198.41.209.142

Trace complete.

Gz
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Step 5:
ThiE practical is used to find out the MTU of the destination machine. "
e We ping a computer using the ‘p
To specify the data length in bytes we use —Iswitch
To specify that the packet should not be fragmented we use —f
e We now have to adjust the —lvalue till we get a reply. The border where the reply is received is said to be its MTU
D:\>ping 192.168.2.1 -1 1478 -f

.2.1 with 1478 bytes of data

o be fragmented but DE
fragmented but DE
fragmented but DE
fragmented but DF

s for 192.168.2.1:
t = 4, Received = @, = 4 (108 loss),

D:\>ping 192.168.2.1 -1 1474 -f

ing 192.168.2.1 with 1474 bytes of data
needs to be fragmented but DE

Packet needs to be fragmented but DE

Packet needs to be fragmented but DE

Packet needs to be fragmented but DF

For 192.168.2.1:
4, Received = B, Lost = 4 (100% loss),

Response is received at —11472, hence the MTU size is 1472 Bytes
Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 8, Lost = 4 (18@¥ loss),
D:\>ping 192.168.2.1 -1 1472 -f

P1n ing 192.168.2.1 with 1472 bytes of data:
?r 192.168.2.1: bytes=1472 time<{lms
Rep y from 192.168.2.1: bytes=1472 time<lms

Reply from 192.168.2.1: bytes=1472 time{lms
Reply from 192.168.2.1: bytes=1472 time<{lms

—A———

————

rrr—
uuun

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received Lost = @ (@2 loss),
Approximate round trlp times in mllll seconds:

Minimum = Pms, Maximum = Oms, Average = Ums

TraceRoute using Ping
e  We can perform traceroute by using the —n and —Iswitches.
e -n means number of replies to show and —Imeans obtain reply from the machine in the next hop
Open command prompt -
Ping certifiedhacker.com —n 111

D:\>ping 192.168.2.1 -1 1500 -n 1

Pln 192.168.2.1 with 1500 bytes of dat
Rep y rom 192.168.2.1: bytes=1500 t1me<1ms TTL=64

Ping statistics for 192.168.2.1:
ackets: Sent = 1, Received = Lost = @ (@% loss),
Approximate round trip tlmes in m1111 seconds:

Minimum Oms, Maximum @Oms, Average = Oms
D:\>ping 192.168.2.1 -1 1508 -n 1 -f

Plnﬁlng 192.168.2.1 with 1500 bytes of data:
et needs to be fragmented but DF set.

Ping statistics for 192.168.2.1:
Packets: Sent = 1, Received = B, Lost = 1 (100~ loss),
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D:\>ping certifiedhacker.com —n 1 -i 1

Pinging certifiedhacker.com [202.75.54.181 ] with 32 bytes of data:
eply from 192.168.8.1: TIL expired in transit.

ing statistics for 202.75.54.1081:
Packets: Sent 1, Received 1. Lost A (Bx loss),

e  Above, the local router replies back.
e Keep on increasing the | value until the certiedhacker.com site directly replies to the ping.
e Ateach | value, the device in the route will reply back

fD:\>ping certifiedhacker.com —n 1 —i 2

fPinging certifiedhacker.com [202.75.54.1611 with 32
Request timed out.

ing statistics for 2082.75.54.101:
Packets: Sent = 1, Received = 8B, Lost = 1 (180

ID:\>ping certifiedhacker.com —n 1 —-i 3

fPinging certifiedhacker.com [202.75.54.1611 with 32
Request timed out.

ing statistics for 20682.75.54.101:
Packets: Sent = 1, Received = 8B, Lost = 1 (180

ED:\>ping certifiedhacker.com —n 1 —i 4

fPinging certifiedhacker.com [282.75.54.1611 with 32 hytes
_ eply from 121.241.868.6: TTL expired in transit.

ing statistics for 2082.75.54.101:
Packets: Sent = 1, Received = 1, Lost = B (Bx loss).

o Ati=4, reply comes back from 121.241.80.6
o Ati=14, the reply comes from the server hosting the certifiedhacker site

IPinging certifiedhacker.com [202.75.54.1011 with 32 bytes of data:

eply from 202.75.54.101: bytes=32 time=155ms TTL=114

ing statistics for 282.75.54.101:
Packets: Sent = 1, Received = 1, Lost = 8 (@x loss)>.
Approximate round trip times in milli-seconds:
Minimum = 155ms, Maximum = 155ms, Average = 155ms

IP
192.168.0.1
219.91.185.1
203.187.223.1
121.241.80.6
172.17.169.202
Timed Out
180.87.12.53
180.87.12.2
180.87.112.1
116.0.67.174
10.55.208.148
1.9.244.26
Timed Out
202.75.54.101
(Destination)

o
o
@D

©CO~NOODWNRE =

=
NS

= e
rwN

NSLookup
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NSLookup is used to perform DNS Foorprinting by using the windows command nslookup
When we type nslookup, it shows us our current DNS Server

D:N\>ns lookup

Default Server: UnKnown

Address: 192.168.0.1

To specify the DNS query type we want, we use the command
set type = <recordname> followed by the website name on the next line
Set type = mx Certifiedhacker.com

« COMm

Non-authoritat ive answer: : =
fiedhacker.com MX preference = 10, mail exchanger = mail.certif iedhacksd

We can set the query type as A, ANY, CNAME, MX, NS, PTR, SOA, SRV
ARecord _

> certifiedhacker.com
Server: UnKnown

Address: 192.168.0.1

Non-authoritative answer:

Name: certifiedhacker.com
Address: 2082.75.54.101

Aim: HT Track Website Copier

Start > Programs >

HTTrack Website Copier
Click on 'Next' to create Project
Give a name to project Click on 'Next'

H WinHTTrack Website Copier - {uditmecp2eh.whtt]
File Preferences Mir Log Window Help

- Miroring Mads -

Enter addressies) in URL box

[Dowricad web ste(s -

Add UR:

Click on ‘Add URL’ and give the UR

Any additional options that need t 7

Then click 'Next'

By default, the radio button will be selected for Please adjust connection parameters if necessary, then press FINISH to
launch the mirroring operation.

The mirroring of the site now begins. The site will be downloaded and be saved in the C:\My Web Sites\<Project Name>
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T Site mirroring in progress [2/22 (+19), 492697 bytes] - [uditmscp2eh.whtt]
File Preferences Mirror Log Window Help

=-£&L, Local Disk <C:>

= .metadata in progress: Parsing HTML file

. KAV

o Kisensor Information

My Web Sites Bytes saved: 481.14KB Links scanned: 2,22 (=19)

= PerflLogs Time: 23s Files written: 21

. Program Files Transfer rate: 25.64KiB/s (12.11KB/s) Files updated: o

E1- ). Program Files G86) Active connections: 2 Errors: o

ProgramData

= Python33

. Users

=58 Windows scanning www certifiedhacker.com/is il
Gl Local Disk <D:> receive wwnw certifiedhacker.com/js/LiberationSans font is =1
B¢ w Local Disk <E:> r L
Gl-cis DVD RW Drive <F:> i
)iy CD Drive <G:>

Eack | Ment | Cancel | Help

_1 Process of mirroring the website.

H Ssit= mirroring finished! - [uditmscp2eh.whtt]
Eile Preferences Mirror Log Window Help
=-£Z, Local Disk <Ci>

.metadata Mimoring operation complete.

KAV Click Exit to quit WinHT Track.

- See log file{s) if necessany to ensure that evenything is OK.
My Web Sites Thanks for using WinHT Track!

Perflogs

9 Tip: Click [View log file] to see waming or emor messages
Program Files

Program Files (x86)
ProgramData
Python33
Users

; Windows

] Local Disk <D:>

tl- g Local Disk <E:>

ey DVD RW Drive <F:> !
ey CD Drive <G:=
Hrma Browse Mirored Website

BB EE 5§ 66608

[y B W

Bxit ] Help I

Once the Website Mirroring has been completed, you can click on the Browse Mirrored Website button and then browse the
offline copy of the website. |
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CEH Labs

JucayBoy

CORPORATE wix

LEARNING RTEOV

Homepage About us Articles

Welcome to our website

Corporale leaming resouices has never been doser 1o the rest of the world.
Online cammunications and advances in intemational ransport mean local
Institutions and industries can easiy participate in world markets

Our passion for expeflancing other cultules and countrias has eamedihe
reputation of being best

Vision

This innovative thinking is reflacted in the way we leach and leafn. Our aducation
svstem encourages inventive thinking and teaching techniques that reach far

Security Breaches and Countermeasures

Most popular schools

- USA
m Charter School

California
High School

te@e 00000

SmartWHOis

e SmartWHOis is used to perform WHOIS Footprinting against an entered IP Address or a Domain Name

e Run it from, Start > Programs > SmartWhois

File Query EditSe‘t‘tings Help

Z|&-%-0|F " R|e e

IP, host or domain: | '@

v| E Query -

Pt %

There are no results to display.

1

1

teady

Using SmartWhois is easy! To query an IP address, hostname or domain, just type it in the input box
and hit the [Enter] key or click Query. The program will try to auto-detect the type of input and make
a query. Additionally, you can specify exact type of query by selecting it from the drop-down menu.

To query an |P address or hostname, select As IP / Hostname:

~ |2 Query[~]

IP, host or domain: = 205.181.112.165

Auto Detect Enter
As IP address / Hostname Shift+ Ctrl+ Enter
As Domain Ctrl+Enter

AsIP / Hostname and Domain  Shift+Alt+Enter

Custom Query ...

. To query a domain name, select As Domain:

< [D el

: IP, hest ordomain: 2 toyeta.com

Auto Detect Enter
As IP address / Hostname Shift+ Ctrl+ Enter
As Domain Ctrl+Enter

AsIP / Hostname and Domain  Shift+Alt+Enter

Custom Query ...

Type an IP address, hostname, or domain name in the address bar

Shankar Narayan College
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File Query Edit View Settings Help
BF-S-AErTRieb @

1P, host or domain: | 3 I8

<& G

RE‘W'B — _’77 S Auto Detect Enter
As |P address / Hostname Shifts Cerde Enter

There are o resulls o display. s Domain Ctrk= Enter
Az1P / Hostname snd Demain  Shfte Alts Enter

Custom Query ..

Stopped

o Different queries will return different results.

o IP Address / Hostname Query results

IP, host or domain: @ www.cestifiedhacker.com v} = Query
X | www.certifiedhacker.com

rtifiedhacker.com
@ 202.000- 203.255.255.2... g 202.75.54.101
& 20275.320- 202.75632...

@ 20275320 - 202.75.6... “
202.75.32.0 - 202.75.63.255

TM VADS DC Hosting
Malaysia
Mohd Sobri Salsmen

TMIT Complex
phone: -603-83184634
ide@vads.com

| Liza Mat Yaabit
TMIT COMPLEX
phone: - 603-83184534
idc@vadacom

&m@mw

TM-VADS-DC
Updated: 27-May-2011
Source: whois.apnic.net

Completed at 05-12-2014 16:40:30

Processing ime: 4.00 seconds
View source
IP, host or domain: | @ www.certifiedhacker.com v| & Query »

& centifiedhacker.com

“ 202.75.54.101
Google Page Rank: 0
Alexa Traffic Rank : 3,408,918

Source: whois.netwarksolutions.com
Completed at 05-12-2014 16:41:34
Processing time: 4.95 seconds
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USING EMAIL TRACKER

Step 1: Open emailTracker.

eMailTrackerPro v10.0b Advanced Edition. Trial day 1 of 15
File | Myinbox | Help

- P @ I O
b =
L 2 9 &
iy | MyTiace | Receve  Clean | Whielst Blacdst  Create Search Trace
Inbox | Reports Mal -+ Mal v Addess Addess  Fiter - | Settodelle  gshow~ | Emal
View Check Mal Ruls & Fiters Views & Search Trace

Welcome to eMailTrackerPro version 10.0b (build4116) _ ” Rules &Fiters
Delete | Rule Subject - AddRuUe  AddFiter

White || Biack | Fiters |

Japanese Language
Chinese Language
Russian Language

=Find the location of the e
email sender DNS Blacklisted

=Locate the Sender's ISP
to report abuse

=Quickly identify
misdirected emails

Noemaila *Helps identify
fraud/phishing emails
=ldentify spammers

=Report ahuse

=Trace emails and email
addresses

Show this diclog when eMaiTrackerPro strts

o eMaiTrackerPro v10.

File | Myinbog | Heip

; N
My oy Trace
t

f Everyhng -y

Settokes
shotst  Create P sexch
Addiess  Fiter - | Settodekte  gshows | Emal
: fudes 8 Fters ews & Sewc | ez
Weicome to eviailTrackerProverson 10.0b (bulld4116) Nomaltoshon s 2 Fiters
Oslete Rule Subject Oate From Location L ey XA ¥

e | i | e |

(" Noemall accounts havebeensetup
\ ot o oo /

* Preview Email

vy
vboc | Reorts Accants

* Provieus Traces.

* Trace wformation
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Step 4: Click on Trace address, a new window will open.

& _eMailTrackerPro v10.0b Advanced Edition. Trial day 1 of 15
File | Help

g. = /QQ pe @ By Export Rules

AN )

ty % & Visuatware eMailTrackerPro Trial (day 1 of 15)
Inbox Reports Headers  Address | Accounts

My My Trace Trace Trace Email
Shout

View New Email Trace. Cor

| Home |

eMailTrackerPro by Visualware

» o
You can view previous traces by selecting from the list on the rig Previous Traces

1Want To:
HIMLReport €
O Trace an email | have received Subject From P
A where
10 composed, npany ISP (more info).
® Look an

il find i i responsible for mail sert
R will not get any of mail
but can stil produce useful information.

Email address: ]

s

~ Trace

Select I from the list on the right to information.

For 24 hours only you can get up to 20% off eMialTrackerProl Click Here.

‘4 start.

Step 5: Click on second option and enter email address you want to trace and click on trace button.
Step 6: The eMailTracker will search for the location and information about the email address entered.

Figure: Location details and email summary.

[ _ -
& eMailTrackerPro v10.0b Advanced Edition. Trial day 1 of 15

2025-2026

File | Help
n P /C) pz @ Export Rules
B =X g * Trial Edtion
My MyTrace | Trace Trace Emal  Settings
Inbox | Reports | Headers Address | Accounts
View New Email Trace Configure
| Home | info@e limeroad.com | jig.com | itter.com \‘ job.com X
Thetrace is complete, the information foundis displayed on the right New Trace View Report Email
Map Network Whois
Ref: http://whois.arin.net/rest/net/NET-74-125-0:0:1 A
= 5 OrgName: Google Inc.
Mountain View, California, USA = Orgld: GOGL
S Address: 1600 Amphitheatre Parkway
(7 City: Mountain View
StateProv: CA
PostalCode: 94043
Country: US
RegDate: 2000-03-30
Updated: 2013-08-07
Ref: http://whois.arin.net/rest/org /GOGL.
OrgAbuseHandle: ZG33-ARIN -
8/ GoogleInc 1
¥ Tania OrgAbusePhone: +1-650-253-0000
# Hop IP Hop Name Location 8/ it arin o
1 182.74.948 (Inchia) 8/ http://whois.arin.net/rest ARIN
2 59.145.11.109 (India) -
4 72.14.232.202 [America] OrgTechHandle: ZG33-ARIN
8 209.85.243.21 [America] OrgTechName: Google Inc
10 74.12531.27 th-in-27.1e100. net Mountain View, California, USA OrgTechPhone: +1-650-253-0000
11 74.12531.27 th-in-f27.1e100.net Mountain View, California, USA Org il: arin- Com &
TP n bt s Hone i i kb fenn 750 AR Y
12 74.125.31.27 th-in-27.1e100. net Mountain View, California, USA I
Domain Whois
o 11

Step 7: Now click on View report and the following report will be generated in browser.

Shankar Narayan College
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) eMailTrackerPro Report - Mozilla Firefox

Security Breaches and Countermeasures

fils Edt  Yew Hstory Bookmarks Inos Help

MailTrackerPro Report x| 4

Google X eMailTrackerPro Report

- Google

files HiC:jDocuments and el

ation Report for 74.125.31.27

“ou are on day 1 of your 15-day trial perind. The trial period allovs you to try eMailTrackerFro without any obligation.
To use eMailTrackerPro after the trial perind, you will need to purchase a product license fram the Visualuare website
or authorized resellen

Emails from 74.125.31.27 are passed to the server identified on the Internet by 74.125.31.27. This report
details that server, which is probably owned or maintained by the sender's company or Internet service provider.
If you would like information on the computer on which the emall was actually composed, then use
eMailTrackerPro's Advanced Email Trace facility)

Note that email addresses are vary easy to fake, If you have receivad a spam or scam email pertaining to be from
74.125.21.27, then it almost certainly does net comne from that address, You can find the real source of the email
using the Advanced Email Trace facility.

Computer 74.125.81.27 has been found. [t is almost certsinly located in Mountain View, California, USA as it
has an exact match in the eMailTrackerPro database.

This system is a mail server (click here for details)

Network Contact Information: The following
details refer to the network that the system is on.

L cooge ine

Domain Contact Information: The following
details refer to a name registered for this address.

A sdministrative Contact Name: Alsjandro

Martinez Zarate

Administrative Contact Address: 4w, Alcalde
Barnils, 64-68 Modulo D 4p Administrative Contact
City: Sant Cugat del Valles Administrative Contact

arin-contact@google.corm

@ +1-850-253-0000
1600 Amphitheatre Parkway Mountain View CA
94043 US

) inurl fadmi

MailTrackerPro Repor
File Edit View History Bookmarks Tools Help

x

Mozilla Firefox

MailTrackerPro Report x

&

{7} FlesffjCtjDocuments and i el c|48-
94043 US TLy. SEt CUGEL UET vallEs MU U SUYE CUMtaTT
Postal Code: 08174 Administrative Contact Country:
ES Administrative Contact Email:
dominios@grupointercom.com Administrative Contact
Tel: +34 935 045600 Administrative Contact Fax:
+34 935 045601 Technical Contact Organization:
Nominalia Internet, S.L. Technical Contact Name:
Nominalia Internet, S.L. Technical Contact Address:
Josep Pla, 2. Torres Diagonal Litoral. Edificio B3,
planta 3-D Technical Contact City: Barcelona
Technical Contact Postal Code: E-08019 Technical
Contact Country: ES Technical Contact Email:
payment@nominalia.com Technical Contact Phone:
+34.935074360 Technical Contact Fax:
+34.933102360 Primary Name Server Hostname:
NS10.DNSMADEEASY.COM Secondary Name Server W
Hostname: NS11.DNSMADEEASY.COM

3

@ Click here to hide the route map (more info)

The following map shows the route between you and the entity to which you traced. & solid line represents a
hop to a known location, and a dotted line represents a hop to a guessed location.

Mountai
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Fie Edt View Hitory Bookmarks Tooks Help

Security Breaches and Countermeasures
) eMailTrackerPro Report - Mozilla Firefox EEX)

@mlg x |1 * eMailTrackerPro Report x I |

2025-2026

1 html

= flegiic and

%) eMailTrackerPro Report - Mozilla Firefox

B Click here to hide information on each hop along the route (more info)

e[

instances the final location has been derived from the
location for the Internet Service Provider (1SP), The 15
also located elsewh

details appear in italic,

The table below identifies the Internet route taken to reach the destination requested.
This is valuable data when tracking the end location because it helps qualify the actual final position, In some

in the case of large national ISPs. The physical (authoritative)
locations of systems in last 2 or 3 hops of the route provide helpful location information as they are often in the
vicinity of the destination being traced, Authoritative locations are shown in bold, locations derived from registration

netvork registration details, which is often the head office
P location is often local to the destination traced, but

Address of Hop Name of Hop Location

182.74.94.9 india

59.145.11.109 india

72.14.243.42 America

72.14.232.202 America

66.249.94.39 Mountain View, California, USA
209.85.243.245 America

209.85.241.81 America

209.85.243.23 America

74.125.31.27 th-in-f27.1e100.net Mountain View, California, USA

& Click here to hide further owner details (more info)

Network Owner Information

Domain Owner Information

The following information refers to the network on
which this system lies. This is useful information

effectively report network sbuse)

#
# ARIN WHOIS data and services are subject to the

Fle Edt Vew Hstoy Bookmarks Took Help

B :

aiTrackerPro Report x [+

The following information describes the organization
or individual who registered the domain name
because it describes who you need to report to if 2e200.net. There can be many domain contacts
someone on their network has been abusive. (How to |however Corporate and Administrator are usually the
best contact references.

NOMINALIA INTERNET S.L. - Whois Server Version 1.4

) inurl fadminf

k.8

140909-1459-6.htrl

ile:{//C:/Documents and

#
# If you see inaccuracies in the results, please report
at

# http: //www.arin.net/public/whoisinaccuracy
/index.xhtml

#

#

# The following results may also be obtained via:
# http://whois.arin.net/rest/nets; handle=NET-
74-125-0-0-1?showDetails=truelshowARIN=falseg
ext=netref2

#

NetRange: 74.125.0.0 - 74,125.255.255

CIDR: 74.125.0.0/16

Originas:

NethName: GOOGLE

NetHandle: NET-74-125-0-0-1

Parent: NET-74-0-0-0-0

NetType: Direct Allocation

RegDate: 2007-03-13

Updated: 2012-02-24

Ref: http://whois.arin.net/rest/net/NET-74-125-0-0-1

OrgName: Google Inc.

Orgld: GOGL

Address: 1600 Amphitheatre Parkway
City: Mountain View

StateProv: CA

PostalCode: 94043

Country: US

RegDate: 2000-03-30

Updated: 2013-08-07

Ref: http://whois.arin.net/rest/org/GOGL

OrgabuseHandle: ZG39-ARIN

Scan the network using the following tools:

I. Hping2 / Hping3

Hping is a command-line TCP/IP packet assembler and analyzer tool that is used to send customized TCP/IP
packets and display the target reply as ping command display the ICMP Echo Reply packet from targeted
host. Hping can also handle fragmentation, arbitrary packetsbody, and size and file transfer. It supports TCP,
UDP, ICMP and RAW-IP protocols. Using Hping, the following parameters can be performed: -

1 Test firewall rules.

Shankar Narayan College

Registered through: NOMINALIA INTERNET S.L.
(http: //www.nominalia.com)

Domain name: JOBISIOB.COM

Created on: 2007-12-14

Updated on: 2014-02-07

Expires on: 2020-01-25

Registrant Name: JOBISIOB, S.L.

Contact: Jobisjob, S.L.

Registrant Address: Av. Alcalde Barnils, 64-68 Modulo D
4p

Registrant City: Sant Cugat del Valles

Registrant Postal Code: 08174

Registrant Country: ES

Administrative Contact Organization: Alejandro Martinez
Zarate

Administrative Contact Name: Alejandro Martinez
Zarate

Administrative Contact Address: Av. Alcalde Barnils,
64-68 Modulo D 4p

Administrative Contact City: Sant Cugat del Valles
Administrative Contact Postal Code: 08174
Administrative Contact Country: ES

Administrative Contact Email:
dominios@grupointercom.com

Administrative Contact Tel: +34 935 045600
Administrative Contact Fax: +34 935 045601
Technical Contact Organization: Nominalia Internet,
=L

Technical Contact Name: Nominalia Internet, S.L.
Technical Contact Address: Josep Pla, 2. Torres
Diagonal Litoral. Edificio B3, planta 3-D

Technical Contact City: Barcelona

Technical Contact Postal Code: E-08019

Technical Contact Country: ES

Technical Contact Email: payment@nominalia.com
Technical Contact Phone: +34.935074360
Technical Contact Fax: +34.933102360

Primary Name Server Hostname:

icrasoft Word ?) inurl fadminflogin.php,
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Advanced port scanning.

Testing net performance.

71 Path MTU discovery.

Transferring files between even fascist firewall rules.
Traceroute-like under different protocols.

Remote OS fingerprinting & others

Using Hping commands on Kali Linux, we are pinging a Window 7 host with differentcustomized
packets in this lab.

e To create an ACK packet: root@Kkali:~#
hping3 -A 192.168.0.1

Flle Edt View Search Terminal Help

24604
=24605 sport=0

3
wi
wi
wi
wil
B

ol
wi
wi
wi
wi

hping statistic
itted, 10 packets

wo/max = 3.4/6.1

+ i
e To create SYN scan against different ports:
root@kali:~# hping3 -8 1-600 S 10.10.50.202
root@kali: ~ e O O

File Edt View Search Terminal Help

| received
responding ports
v

To create a packet with FIN, URG, and PSH flags setsroot@kali:~# hping3 —
F —P -U 10.10.50.202

root@kali; - e ® 0

File Edt View Search Terminel Help
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il. Advanced IP Scanner

Advanced IP Scanner is a fast and powerful network scanner with a user-friendly interface.In seconds,
Advanced IP Scanner can locate all computers on your wired or wireless local network and scan their ports. The
program provides easy access to various network resources such as HTTP, HTTPS, FTP, and shared folders.

Security Breaches and Countermeasures

a2 Advanced IP Scanner
File View Settings Help
] —
’ Scan _C,P _g Em_
192.168.0.90-110 Example: 192.168.0.7-100, 192.168.0.200 | |hp (%]
Results Favarites
Status Marne If’ Manufacturer MAC address
» |§- NPICIBCTT 192.168.0.96 Hewlett Packard A8:0F:CF:C9:BC:T7
» ﬁ- NPI1DB46F 192.168.0.97 Hewlett Packard 00:1B:78:1D:64:6F
E- HP Y1910 Switch 192.168.0.102 Hewlett Packard CC:3E:5F3E:04:FC
» E- meeting 192.168.0.104 Edimax Technology Co. Ltd. 00:50:FC:C6:03:28
4 E- Panda 192.168.0.109 GIGA-BYTE TECHNOLOGY CO, L., 6C:F:49:0B:35:D5

[7] Soft

<

(=) HP Laserlet M1522 series PCLE Class Driver

5 alive, 0 dead, 0 unknown

I Angry IP Scanner

Angry IP Scanner (or simply ipscan) is an open-source and cross-platform network scanner designed to be fast

and simple to use. It scans IP addresses and ports as well as has many otherfeatures.

It is widely used by network administrators and just curious users around the world, includinglarge and small

enterprises, banks, and government agencies.

€2 IP Range - Angry IP Scanner

Scan Goto Commands Favorites Tools Help

IP Range: ‘ 195.80.116.0 ‘ to | 195.80.116.255 | IP Range v~ {}
Hostname: ‘ e-estonia.com ‘ IPT ‘ /24 v | | P> start | £=
P Ping Hostname Ports [3+] Web detect
Q 195.80.116.226 [n/a] [n/s] [n/s] [n/s]
9 195.80.116.227 9 ms [n/a] 80,443 Resin/4.0.37
©195.80.116.228 10 ms [n/a] 80,443 [n/a]
@ 195.80.116.229 9 ms [n/a] 80,443 Apache
Q 195.80.116.230 13 ms mx3.rmk.ee [n/a] [n/a]
0195.80.1 16.231 10 ms mx4.rmk.ee [n/a] [n/a]
O 195.80.116.232 [n/a] [n/s] [n/s] [n/s]
O 195.80.116.233 [n/a] [n/s] [n/s] [n/s]
Q 195.80.116.234 [n/a] [n/s] [n/s] [n/s]
© 195.80.116.235 9 ms [n/a] 80,443 [n/a]
@ 195.80.116.236 [n/al [n/s] [n/s] [n/s]
ﬂ1a': AN 11/ 227 In/al Ini/cl /el n/cl
Ready Display: All Threads: 0

Shankar Narayan College
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It runs on Linux, Windows, and Mac OS X, possibly supporting other platforms as well.

I11. Masscan

MASSCAN is TCP port scanner which transmits SYN packets asynchronously and produces results similar
to nmap, the most famous port scanner. Internally, it operates morelike scanrand, unicornscan, and ZMap, using
asynchronous transmission. It's a flexible utility that allows arbitrary address and port ranges.

Scan for a selection of ports (-p22,80,445) across a given subnet (192.168.1.0/24):root@kali:~#
masscan -p22,80,445 192.168.1.0/24

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2014-05-13 21:35:12 GMT

-- forced options: -sS -Pn -n --randomize-hosts -v --send-ethinitiating SYN Stealth
Scan

Scanning 256 hosts [3 ports/host]

Discovered open port 22/tcp on 192.168.1.217 Discovered open port

445/tcp on 192.168.1.220Discovered open port 80/tcp on

192.168.1.230

I.NEET

Neet is a flexible, multi-threaded tool for network penetration testing. It runs on Linux and co- ordinates the use of
numerous other open-source network tools, with the aim of gathering as muchnetwork information as possible in clear,
easy-to-use formats. The core scanning engine finds andidentifies network services, the modules test or enumerate
those services, and the Neet Shell provides an integrated environment for processing the results and exploiting known
vulnerabilities.As such, it sits somewhere between manually running your own port scans and subsequent tests, and
running a fully automated vulnerability assessment (VA) tool. It has many options which allowthe user to tune the test
parameters for network scanning in the most efficient and practical way.

Target HOST Specificatien

-¥, == luda-host <IF_F
ida tha IP

=, ==imclude-hosts
L T fils

-F, --exclude-hosts
pecify file

L, =-list-targsts
Print the list of

=0, ==srclude-os
welyds et

Target and Service DISCOVERY

Manual page reetfil] line 17200 2% loress b for help or g to quagl

CurrPorts

Case Study: Using the Previous lab, we are going to re-execute HTTP Remote Access Trojan (RAT) on
Windows 12 machine (10.10.50.211) and observed the TCP/IP connections to detectand kill the connection.
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Topology:
Configuration:

1. Run the application Currports on Windows Server 2016 and observe theprocesses.

2.Run the HTTP Trojan created in the previous lab

(c

XEadveadFana

vair'.'._f_‘la_ £ iot:_ _"vc_ic-ci Eﬁcl L_ccoi_;’:'-_ Eiu::d_v:‘.'._ _F'_emctt Remote .. ~
| hitpserverexe 2644 e 80 heep

bassee 528 YCP 4™ o0oo0 |

" tsass.exe 528 e 43670 s
") services.exe 516 e 49665 0.0.0.0 . .
) services.exe 916 e 49665 ]
:'.nm;:(up e 2200 uoe 162 inmptrap 0.0.0.0 7\5'\
Y snemptrap. exe 2200 uoP 18 inmptrap

M spoolsv.exe 1472 P 45667

M spoolsv.exe 1472 TP 45667
:'.uhc'.! exe 636 P 135 epmap
Jsvchost.exe 204 (e 3389 m3-wbt
Y svchost.exe a6t P 19663
") svchost.exe 88l TCP 49666 (
" svchost.exe 4128 TCcp L) 0.0.0.0
I Jsvchost.exe 992 uoe 123 ntp 0.0.0.0
" svchost.exe 980 uoP 500 akmp 0.0
") svchost.exe 2192 uDP 1900 ssdp 10.10.50.211 v
< >
)2 Total Ports, No Remote Connections, 1 Selected Nar Soft Freeware. hitpiiwww.nirsoft.n

The new process is added to the list.
You can observe the process name, Protocol, Local and remote port and IP address information.

3. For more detail, right click on httpserver.exe and go to properties

[m—

Process Name Wpserver eare
Process 10 2644
Prowcal TP
Local Pare "
Loeal Part Name: ey
Lacal Address. 0800
Henate Pant
~ Namote Pont Name
Hemate Address asoe
* Remate Hest Nane
| State Listraing
1 Seat Uywes:
Fecebord Dytes
"' Sent Packets
, Recehved Packets

aaouo

b Process Path CUSsersAdmisist s ADe shlopihpserver eue
N Product Name:
™ File Description:
b Tile Versbon
« Compuiry.
M Process Crested On: SIG2818 1.41:34 AM
- User Name WIN THMGPMOIUAD P\Advrimi st st
Mroceas Services

o
=
jum |
o |
-
-
s |
-

Process Aribates. A

Added On NGP0E X0 e
Crestion Thnestamp. SQTEIE 16):3¢ AM
Mocule | bensme

Iematr 11 Caamtry

Window 17
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Properties are showing more details about tcp connection.
4. Go to Windows 7 machine and initiate the connection as mentioned in the previous lab using aweb browser.

Connection successfully established.
5. ack to Windows Server 2016, Kill the connection.

~uoouoouos suoooon

1. To verify, retry to establish the connection from windows 7.

N

This site can’t be reached

10.10.50.211

R

e gl e

2. Colasoft packet builder offers Import and Export options for a set of packets. You can also adda new packet by
clicking Add/button. Select the Packet type from the drop-down option.

3. Available options are: -
Available options are: -

o ARP Packet
e |P Packet

o TCP Packet
e  UDP Packet

Shankar Narayan College 24
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@
e o [Ee s
== ~_1 |
() e i . -

After Selecting the Packet Type, now you can customize the packet, Select the NetworkAdapter and Send it

towards the destination.

ii. The Dude

The Dude network monitor is a new application by MikroTik which can dramatically improve the way you manage
your network environment. It will automatically scan all devices within specified subnets, draw and layout a map of
your networks, monitor services of your devices andalert you in case some service has problems.

Main Features:

e  Auto network discove
Discovers any type or
Device, Link monitori

e Individual Link usage
Direct access to remote control

BRI I
1
B

Add item
Remove item -
Drag- |4

Copy
Paste -
Lock

Select-

x
o
i
5

2

Map settings - |3

ry and layout
brand of device
ng, and notifications

Includes SVG icons for devices, and supports custom icons and backgrounds
Easy installation and usage

Allows you to draw your own maps and add custom devices

Supports SNMP, ICMP, DNS and TCP monitoring for devices that support it

monitoring and graphs
tools for device management

= =1
Discover || ~Tools | [d] [*][<x Layer: [iks =] Zoom: [100% <]

sooom 2
[

ltem alignment -

i Ry - Wireless link with traffic data
Mbbe (54 Mops)

& oo L 4
6522810328 e 7 04 b5 (58 ipe) 55.228.113.25 - device

192.168.212.0/24

152.168.213

Rx: 0 bps Fx: 2.92 Mop:
Tx: 8 bpsl Txi 855 kbps
192168222 0/24

192168 223.0/24
- network

I
D 155.148.147 209
- link

192.168.232.0/24 192.168.233.0/24

[Cliert: px 1.17 kbps / tx 268 bps [Server: i 2.81 kbps / bx 129 kbps
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9 10.5.104.0/24 - Network Map

General |F‘o||ing Outages Appearance Background —Export

0

Name: 11].5.10-1.11-‘24

Cancel

Defautt Zoom: |100%

=

Status: |partia||y down

Devices:

¥ Report Scan Status

[#[= e[ LICIEN

(@ Fartislty Down - 1
@ v

|Neiwork |F‘rogre55 leextS... |

< 192.168.88.0/24 240 00:59:32

Auto Scan:

phy

Fril

(=)

General Poling ©Outages |Appea|anc£ Background Export

Ok

Status: Iall LI Device: Iall LI Service: Iall LI
[Status <[ Time | Duration |Device [service [ ~
= active Dec/16 12:45:17 2d 04:35:25 gatewaylan dns
= active Dec/16 12:45:17 2d 04:39:25 gatewaylan radius
8 active Dec,16 12:45:16 2d 04:39:26 gatewaylan router
[ active Dec/16 12:45:16 2d 04:35:26 gateway lan mikcrotike
= active Dec/16 12:45:16 2d 04:359:26 gatewaylan switch
8 active Dec/16 12:45.07 2d 04:35.35 gatewaylan disk
[l active Decs16 12:45:07 2d 04:39:35 gatewaylan cpu
resolved Dec/16 15:06:42 00:00:16 crs212 lan ssh
resolved Dec/16 15:06:42 DX0O0:16 crs212lan http
resolved Dec/16 15:06:42 000017 crs212lan ftp
resolved Dec/16 15:06:41 00:00:17 crs212lan ping
resolved Dec/16 15:03:57 00.00.32 crs212lan fip
resolved Dec/16 15:03:57 00:00:32 crs212lan hitp
resolved Decs16 15:03:57 00:00:31 crs212lan ssh
resolved Dec/16 15:03:56 00:.00:32 crs212lan ping
resolved Dec,/02 11:22:46 0:03:00 crs226 lan hittp
resolved Dec/02 11:22:46 00:03:00 crs226.lan ssh
resolved Dec/02 11:22:46 00:03:27 crs226lan ping
resolved Dec,/02 11:22:46 0:03:00 crs226 lan ftp
resolved Dec/02 11:22:34 D:03:27 nine lan hitp
resolved Dec/02 11:22:34 00:03:27 nine lan ping
resolved Dec/02 11:22:34 DN03:20 ppc.lan dns
resolved Dec/02 11:22:34 00:03:27 nine lan telnet
resolved Dec/02 11:22:34 00:03:27 nine lan ssh -
buemcd Diac 02 11-27-24 000377 ina | £

&y
R

Perform Enumeration using the following tools:

I Nmap

NMAP, as we know, is a powerful networking tool which supports many features and commands. Operating
System detection capability allows to send TCP and UDP packet and observe the response from the targeted host.
A detailed assessment of this response bring someclues regarding nature of an operating system disclosing the

type an OS. To perform OS detection with nmap perform the following: nmap -O<ip address>
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Active Internet connections (servers and established)
Foreign Address

Proto Recv-Q Send-Q

Local Address

Security Breaches and Countermeasures

State

tcp o © ritik:45204 del12s05-in-f4.le:https ESTABLISHED
tcp (] 0 ritik:49222 server-13-224 -:https ESTABLISHED
tcp ] 0 ritik:34744 ec2-35-167-149-24:https ESTABLISHED
tcp ] @ ritik:58126 ec2-35-161-6-128.:https ESTABLISHED
tcp ] @ ritik:55236 104.18.32.68:http TIME_WAIT
tcp o 0 ritik:60936 98.203.120.34.bc.:https ESTABLISHED
tcp ] © ritik:43858 104.22.24.131:https ESTABLISHED
tcp ] ] 20.120.65.166:https ESTABLISHED
tcp o o 104.16.122.175:https ESTABLISHED
udp o @ ritik:bootpc WS-GFGDCO1.ad.ge:bootps ESTABLISHED
rawé 0 ) - [l 7
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
[ Acc ] STREAM LISTENING 197448 /run/user/1000/speech-dispatcher/speechd.sock
[ acc ] STREAM LISTENING 17408 /tmp/.X11-unix/X1
[ Acc STREAM LISTENING 19999 @/tmp/.ICE-unix/1182
DGRAM CONNECTE 14870 /run/systemd/notify
Zenmap - o X
Scan ocols Profile Help
Torget 1921620109 Sectie Scan
Command:  nmap e
Services Nemap Output Ports / Hosts  Topelogy Scens
o - Details
921620108 - A
RA( Aggress: eefeod o - >
Reyice typel geo
RBunning: Ml
0% CPE: cpe
c:wicrosoft
1 ws 8
Uptise guesi: 5
Nctwork Distance: &
ICP Seguence Pregiction .
® 1 o i
Foter Hosts »
File Edt View Tools Help
B (4 H-E
o R | X 4 s = =10
1@ SYSTOOLS -]
ContainersfOUs
£ Buitin
1 Computers (Default contain " . .
Domain Controlers (Defadi | Display Hame Status | Type | startup | Account | Dependencies -
= Security® byl ADWS Active Directory We... Running Service (Own Process)  Automatic LocalSystem
oreignSecurityPrincipals
O ﬁaihucme " B AcLookupsve Application Experience | Stopped Service (Shared Proc... Manual localSystem
“D LostandFound (Defoult ALG Application Layer Ga... | Stopped Service (Own Process)  Manual NT AUTHORITY\Loca...
ostAndFound (Defauit con
() Managed Service Accounts B Appiosve Application Identity Stopped Service (Shared Proc... Manual NT Authority\LocalSe...  RpcSs;AppID;C
e = NTDSgQ 2 (Quota spec & appinfo Application Information | Stopped Service (Shared Proc...  Manual LocalSystem RpeSs;Profsve
uotas (Quota speci
3 Program Dats [Default'\joca B Appiigmt Application Managem...  Stopped Service (Shared Proc... Manual LocalSystem
.CI s i (Buttn syctem satt aspnet_state ASP.NET State Service | Stopped Service (Own Process)  Manual NT AUTHORTTY et...
stem (Builtin system se
o . . I8} AudicEndpointBulder Windows Audic Endp... | Stopped Service (shared Proc...  Manual Localsystem PlugPlay
o ot (11 Properties.. Windows Audio Stopped Service (Shared Proc...  Manual NT AUTHORITY\.oca... | AudioEndpoints
= omain Con
= E‘@ ] g Manage Directory Attributes BitLocker Drive Encry...  Running Service (Shared Proc...  Manual localSystem
Base Filtering Engine | Running Service (Shared Proc...  Automatic NT AUTHORITY.oca... RpcSs
[#f¥ Shell Properties Background Intelige...  Stopped Service (Shared Proc...  Manual LocalSystem RpcSs;EventSy:
A~ Security Froperties... Computer Browser Stopped Service (Shared Proc...  Disabled LocalSystem LanmariWorkstz
872 List Directory Security Certificate Propagation | Running Service (Shared Proc... Manual LocalSystem Rpcss
a— N_V... Microsoft .NET Fram... = Stopped Service (Own Process)  Disabled LocalSystem
Ry o ot e pped Service (Own Process)  Disabled LocalSystem
New = Computer pped (1) Service (Own Process)  Automatic (Delayed ...  LocalSystem
€5 Growp... pped (1) Service (Own Process)  Automatic (Delayed ... | LocalSystem
Find € User Hnning Service (Own Process)  Manual LocalSystem RpcSs;EventSy:
Contact Linning Service (Shared Proc...  Automatic NT Authority\Networ... | RpcSs
pnning Service (Shared Proc... Automatic LocalSystem
e = pped Service (Own Process)  Manual localSystem RPCSS
SRt et She Eolde pnning Service (Own Process)  Automatic LocalSystem LanmanWaorkstz
Custom Tools 3 Prnter... pnning Service (Own Process)  Automatic LocalSystem RpcSs;EventSy:
B servers @FDhp Dynamic Distibution List... linning Service (Shared Proc...  Automatic NT Authority\LocalSe...  NSITdx;Afd
& m o @ons DNS Server Running Service (Own Process)  Automatic LocalSystem Tepip;Afd;Rpes
! roups
B € Llser: a-Dnscache DNS Client Running Service (Shared Proc...  Automatic NT AUTHORITYNet...  Tdx;nsi
e & et B dotasve Wired AutoCanfia Stopped Service (Shared Proc... | Manual localSystam Rpess;NdisuiosE
¥ obal Groups
@ m Local Grou : @ors Diagnostic Policy Ser... | Running Service (Shared Proc... | Automatic (Delayed ... | NT AUTHORITY'Loca...
e F8 ! GD I Eaphiost Extensble Authentic... | Stopped Service (Shared Proc... | Manual localSystam RPCSS;Kaylso
! iniversal Groups
@ H Computers " Bers Encrypting File Syste...  Stopped Service (Shared Proc... Manual LocalSystem RPCSS
& S . pR s @ eventoa Windows Event Log Running Service (Shared Proc...  Automatic NT AUTHORITY\oca...
5 User Ri
& < +|| @ Eventsystem COM+Event System  Running Service (Shared Proc...  Automatic NT AUTHORITY\Loca... | rpess -
| » 4| L4
7 )
@ ee ezLed @aE 2 A
|http: /fwww. systemtools.com [131 services found on "\\WSERVER 2008R 2" [1/ 131 objects
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I. SoftPerfect Network Scanner Tool

SoftPerfect Network Scanner can ping computers, scan ports, discover shared folders and retrieve practically
any information about network devices via WMI, S

& SoftPerfect Network Scanner - o b4
File View Actions Options Bookmarks Help
HEEAR YL X, OESTBEOD
Pv4From | 192 . 168 . 1 . 0 T0| 192 . 168 . 1 . 255 | DG P StartScanning I
IP Address MAC Address Response Time Host Name
mi 192.168.1.1 58-5D-8F-83-9E-EB 2ms
mi 192.158.1.116 6C-0B-84-67+B-69 Oms P710
mi 192.168.1.115 64D8-14-61-E2-6E ims
= i 192.168.1.119 00-24-D7-A6-D3-90 Sms THINKPAD-W510
G prints
mi 192.158.1.120 7C-5CF8+F2-00-58 5ms P710
mi 192.188.1.117 88-63-DF -8F-40-7D 84ms ANDREWS-IMAC
= mil 192.168.1.121 08-00-27-ED-4F-4C Oms IKPC
# Media
# Public
» Download
# Exchange
Users
mi 192.188.1.114 C4-0B-CB-AS-A5-CD 273ms
Ready Threads 0  Devices 8/8 Scan

MP, HTTP, SSH andPowerShell.

il. OpUtils

OpUtils is a IP address and Switch port management software that is geared towards helping engineers
efficiently monitor, diagnose and troubleshoot IT resources. OpUtilscomplements existing management
tools by providing trouble shooting and real-time monitoring capabilities.

I. SolarwWinds Engineer’s Toolset
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A

4 Previous
Tree View

E & Your Company
= B Default Group

1112141

B

11.12.14.10

2]

o
z
m

1112143

11.12.144

0

1112145
& [ Zoho
1112142

11.12.148

B R

11.12.149

B§| =) Togsgle Menu

Donut View

-

Whatis a Transient? These ports are currently not in use. As per the policy. if the ports are inactive for more than 10 continuous days. it will be moved to Available category.

Your Company
Summary  Switches Ports PortHistory  Alerts
Switches
Switch Name / IP IP Address DNS Name Total  Used  Available Transient Usage
2141 1112141 testserver.com 15 1 0 1 I 5
1112142 test.oputiisdemo.com 15 1 [ 1 | =
214 1112143 test.oputiisdemo3 15 14 0 1 I i
1112144 test.demo3.com 15 14 0 1 I 5
1112145 testserverS.opu.com 15 14 0 1 R 55
214 1112148 oputilsdemol 15 14 0 1 I
2149 1112149 test1.oputils.demo.com 15 14 0 1 . 5=
1112.34.1C 11121410 switch.dns.com 15 14 0 1 I
PagelT_]of v |

Status

@ Scanned
@ Scanned
@ Scanned
@ Scanned
@ Scanned
@) Scanned
@ Scanned

@ Scanned

Next »

cam, - Y -

Edit Delete

Last Scan Time

01Feb22,03:12PM

01Feb22,03:12PM

01Feb 22, 03:12PM

01Feb22 03:12PM

01Feb22,03:13PM

01Feb22,03:12PM

01Feb22,03:12PM

01Feb22,03:12PM

Engineer's Toolset provides the tools you need as a network engineer or consultant to get your job done.
Toolset includes solutions that provide diagnostic, performance, and bandwidthmeasurements.

File Edit Help

]
| i Create folder
|

‘ %, Quick Start

|

| © My recent tools

W My favorites

‘ B All Tools

@ Network Discovery

. @ Network Monitoring
Configuration Managem...
IPAM/DNS/DHCP
Diagnostics
Log Management
General/Other
Security

SNMP
Download new tools

il.  Wireshark

Ja Editfolder f

Import tools from my local machine

i [£] Advanced CPU Load
Displays CPU load on multiple devices

® Monitor and graph the -
load on muitiple routers
concurrently

® Waming and alarm
thresholds can be
independently set for
each device and
Advanced CPU Load also a2
records the peak load
level and when it
happened

© @ CPU Gauges
Displays CPU load in a gauge

® Monitor CPU load on routers, switches, and
Windows machines

® CPU Gauge utilizes SNMP to communicate with
the remote device, displaying the received results
in an easily consumed graphical gauge

i & Netflow Realtime
Capture and analyze Neflow data in real time

® Captures and analyzes
Cisco NetFlow data in real
time

i @ Bandwidth Gauges
Realtime traffic and band

® Gauges display transmit
and receive traffic in bits
per second

idth utilization

® See transmit and receive
percent utilization for
each interface or port

i & Neighbor Map

A graphical network topology mapping tool using CDP
and/or LLDP
® Graphs your network
topology into an easy to
read map
= Leverages CDP and/or
LLDP in order to
determine and layout L2
and L3 network
connections

@ Network Monitor
Moiitors hunidrads of iodes
alerts for failing nodes

ly and provide

= Monitor hundreds of
nodes concurrently

= ScanAll
Q 92

= A

SysName @

sysName
sysName
sysName
sysName
sysName
sysName
sysName

sysName

View 1-80f8

Wireshark is a free and open-source packet analyzer. It is used for network troubleshooting, analysis, software and
communications protocol development, and education. Originally namedEthereal, the project was renamed
Wireshark in May 2006 due to trademark issues
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SECTION 2

Perform the vulnerability analysis using the following tools:

l. Nessus

Nessus is a proprietary vulnerability scanner developed by Tenable, Inc. Tenable.io is a subscription-based
service. Tenable also contains what was previously known as Nessus Cloud,which used to be Tenable’s Software-
as-a-Service solution. Nessus is an open-source network vulnerability scanner that uses the Common
Vulnerabilities and Exposures architecture for easycross-linking between compliant security tools. In fact, Nessus
is one of the many vulnerabilityscanners used during vulnerability assessments and penetration testing
engagements, including malicious attacks. Nessus is a tool that checks computers to find vulnerabilities that
hackers COULD exploit.

OpenVas

OpenVAS is a full-featured vulnerability scanner. Its capabilities include unauthenticated andauthenticated
testing, various high-level and low-level internet and industrial protocols, performance tuning for large-scale
scans and a powerful internal programming language to implement any type of vulnerability test.

The scanner obtains the tests for detecting vulnerabilities from a feed that has a long history anddaily updates.

OpenVAS has been developed and driven forward by the company Greenbone Networks since 2006. As part of the
commercial vulnerability management product family Greenbone EnterpriseAppliance, the scanner forms the
Greenbone Community Edition together with other open- source modules.

Vulnerabilities &5

Scan Details

Vulnerabilities
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Practical No. 4

a. Perform mobile network scanning using NESSUS

Nessus has implemented new features to help users combat mobile threats. Network-based scanning is not the right
approach to identify vulnerabilities on mobile devices, due in large part to the fact that most devices are in "sleep™"
mode and/or using a 3G/4G network. However, MDM(Mobile Device Management) technologies maintain

information about the devices, including information about security vulnerabilities.

With Nessus Manager, the Nessus Mobile Devices plugin family allows you to obtain information from
devices registered in a Mobile Device Manager (MDM) and from ActiveDirectory servers that contain
information from Microsoft Exchange Servers.

e To query for information, the Nessus scanner must be able to reach the Mobile DeviceMan-agement
servers. Ensure no screening devices block traffic to these systems fromthe Nessus scanner. In addition,
you must give Nessus administrative credentials (for example, domain administrator) to the Active

Directory servers.

e To scan for mobile devices, you must configure Nessus with authentication information for the
management server and the mobile plugins. Since Nessus authenticates directly tothe management servers,
you do not need to configure a scan policy to scan specific hosts.

e tothe management servers, you do not need to configure a scan policy to scan specific hosts.

e For ActiveSync scans that access data from Microsoft Exchange servers, Nessus retrievesinformation from
phones that have been updated in the last 365 days.

Rl & 7:55em L& 7:57em il @ s:01em
Tenable Nessus -
Scans [haa | === Reports =
a Host Results 0 Filters Applied
1 Scan Running 3 Scans In Total Report Lab Scan 109 Results
DMZ Scan Host 172.20.10.100
L ] Qs LY | comms Fiz) [1a] a3
k< 2ANessus’ » |
DMZ Scan Host 172.20.10.12
. renaud c ::‘s r '
y pleted 0 I'7 41
Running 2 > = - -
Web App'Scan Host 172.20.10.13 :
renaud . ' '
. Completed 0 0 1
(TG ELTE renaud Template 1 & J
Host 172.20.10.14
Password
P ol
1
Host 172.20.10.20
os .20.10..
mplete 4 |
o "m”’ [0 1 _18
Nessus
Copyright 2004-2011, Tenable Network Security, Inc. s ’ . lII a 6

b. Perform the System Hacking using the following tools:

I Winrtgen

In this article, we will go through the process of generating rainbow tables using WinRTGen.

To generate rainbow tables first we will have to modify the properties of WinRTGen accordingto our need, and to do
so Click on “Add Table“. After this, a new box will appear named “Rainbow Table Properties”
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C. Perform the System Hacking using the following tools:
il. Winrtgen
In this article, we will go through the process of generating rainbow tables using WinRTGen.

To generate rainbow tables first we will have to modify the properties of WinRTGen accordingto our need, and to do
so Click on “Add Table*. After this, a new box will appear named “Rainbow Table Properties”

In the “Rainbow Table Properties” window we have the option to modify settings in order togenerate rainbow
tables according to our needs. The following properties can be modified:

(Rainbow Table properties X [
| Hash Min Len Max Len Index Chain Len Chain Count N°* of tables
| im =IRE 7 0 2400 40000000 [
| ntimchall a
mscache
md2 - Edit |
md4 _I
2;]151 LMMNOPQRSTIUWVWEYZ01 2345678 @HE% "8 ()-_+=""THH\: <> . 24
ripemd1 B0
mysql323
mysqlshal 5858447479 keys
Clscopi 7035 MB

Success probability: 0.012580 (1.26%)

Benchmark Dptional parameter
Hash speed: Administrator
Step speed:

T able precomputation time:
Total precomputation time:
| Max cryptanalysis time:

{ Benchmark 0K I Cancel |

Hash: The type of encryption we want the rainbow table to be generated. For exampleMD5, MD4, SHAL, etc

After assigning the values to the properties according to our needs click on “Benchmarks”. Thiswill show the
estimated time, Hash speed, Step speed, Table Pre-computing time, etc. that will be required to generate the Rainbow
Table according to assigned properties

Rainbow Table properties >
Hash kin Len Max Len Index Chain Len Chain Cournt MN* of tables
I = [1 {7 o 2400 100000 {1
Charset
I all-space - I E dit |

[#BCDEFGHIJKLMNOPQRS TUVWIXYZ0123456789 @HR$% & (_+= [UN:"<>_ 7/

T able properties

Key space: 7555858447479 keps
Dizsk space: 1.52 MB

Success probability: 0.0000322 (0.002)

Benchmark DO ptional parameter
Hash speed: 476683 hash/sec A drninistrator

Step speed: 4621071 steps/sec

T able precomputation time: 51.936 seconds

T otal precomputation time: 51.936 seconds

MMax cryptanalysis time: 0623232 seconds

ok Cancel
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After “Benchmark” click on “Ok”. This will add the Rainbow Table to the queue in the mainwindow

[ winrtgen v2.9 (Rainbow Tables Generator) by mao = X

Filename I Status

BH Im_all-spacett1-7_0_2400x100000_oxid#000.1t ]

After this click on “Rainbow Table” You want to start processing and click “OK” .

After clicking on ‘OK’ the WinRTGen” will start generating a rainbow table.

[ Winrtgen v2.9 (Rainbow Tables Generator) by mao

Filename I Status
\f Im_all-spacett1-7_0_2400x100000_oxid#000.rt

Add Table Remove Remove All | About | Start | Exit

This table will be saved to your WinRTGen Directory.

11. PWDump

The Security Account Manager, or SAM for short, controls all user accounts and passwords. Every password is
hashed before being saved in SAM. Passwords that are hashed and saved inSAM can be retrieved in the registry;
simply open the Registry Editor and navigate to HKEY LOCAL MACHINESAM. SAM is located in
C:\Windows\System32\config.

This utility was created by Tarasco. This utility dumps the system’s SAM file’s credentials afterextracting it.

This utility was created by Tarasco. This utility dumps the system’s SAM file’s credentials afterextracting it.
Simply enter the following line on the command prompt after downloading to use this tool:

PwDump7.exe

As a result, it will spill all the hashes kept in the SAM file. The next step is to use the commandsbelow to save the

registry values for the SAM file and system file in a system file:

reg save hkim\sam c:\sam
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PwDump7.exe

As a result, it will spill all the hashes kept in the SAM file. The next step is to use the commandsbelow to save the
registry values for the SAM file and system file in a system file:

reg save hkim\sam c:\sam

reg save hkIm\system c:\system

icrosoft Windows [Version 16.0.16299.125]
c) 2017 Microsoft Corporation. All rights reserved.

:\Windows\system32>cd C:\Users\Desktop\pwdump?7

:\Users \Desktop\pwdump7 >pwdump?7 . exe
Pwdump v7.1 - raw password extractor
Author: Andres Tarasco Acuna

rl:

hdministrator:500: FE213BBOAEBSA9E68D6957FA70C44761 :4C547C374EDBE96316F37F1173BE9CE2: : :
uest:501:991111E662746C964730BF8CDEB9997A : SC4COEFAB3ES6F8BFO840892FD2264D9: : :

Pl: 504 : 4B5C8F8D384D92B8BAB36BF4968EFC2A : 7090AF7759FB1B14C3167950127CC127: : ©
[EUser:1600:F3DF1CEDD3CO80C58C8F88476FD15D0OA : 993F5C598B43DC8C4DOBOOE2OBE7EQSF : : ©
Pl: 1002 : 44CC7FAS5627F6ABBA308A572D489B646 : 319BD8OFODBO9379987069E806C769BC: : :
Eshd_server:

:\Users\Desktop\pwdump?7

Iv. Ophcrack
When it comes to free Windows password crackers, users usually opt for Ophcrack as it is freeand easily available.

Step 1: Since we are assuming that your Windows PC is locked and you do not know thepassword, the first
step needs to be carried out on a different PC with internet access andadministrator privileges.

Step 2 : Download the correct version of Ophcrack Live CD from the official website to thesecond PC.

Step 3 : Burn the ISO file to a USB or CD. To do this, you will need an ISO burningapplication.

Now proceed to the next step of the password reset process.

Step 4 : Remove the bootable media from the second PC and insert it into your locked Windows machine. Let
the computer boot up from this media instead of the native Windowsinstallation. This is made possible by the
fact that Ophcrack itself contains a small operatingsystem that can run independently of your Windows OS. In
a few moments, you will see theOphcrack interface on your computer.

Step 5 : You will now see a menu with 4 options. Leave it on the default option, which is
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automatic. After a few seconds, you will see the Ophcrack Live CD loading and then the diskpartition information
being displayed as Ophcrack identifies the one with the SAM file.
Step 6 : Once the process has been complete, you will see a window with several user accountsand their passwords
displayed in column format. Against the previously locked username, lookfor an entry in the NT Pwd column.
Step 7: This will be your recovered password, so note it down. You can now remove the LiveCD from the drive
and restart your computer. You will be able to login to your user account using the password that was recovered
by Ophcrack.

D L d VvV O 0@

‘0

Load, Delete Save, Table Stop  Help Eat
Progress  Statistics Freferences
User ~ LMHash NT Hash IMPwdl LMPwd2 NT Pwd
Administrator 31d6cfe0d16aed31b73c59d7e0c083c0 emply
Guest 3106¢cfe0d16ae931b73¢59d7e0c083c0 emply
SUFPORT_38894530 34ec619d106C952044a05898a681 5fce
Administrator 5%ab4dfds... dc9333bacdebdaredIc7Idbeelbfeds K477EKY  LLINGO7 K477EKy#ing07
Guest 31d6cle0d16aed31b73¢59d7e0c089¢0 empty
SUPPORT_388945a0 167b3177504221 efaa009a593dc 7281
Table Directory Status Progress
- o Xpfreefast /omefanu... 84% inRAM |
@ tabieo 36% in RAM |
® tablel 100% in ... |
® table2 100% in F2.... |
® table3 100% i ... |
- @ Vistafree homafanu... 100% mR _
® table0 100% in R =
® tablel 100% inR |
@ lable2 100% inR. e
@ table3 100% in R |
Preload: done Brute force: done Pwd found: 46 Time elapsed;  Oh 14m 365
V. Flexispy

FlexiSPY is a phone application which comes with an android keylogger for the phone as a feature. It will always
appear in the list whenever one is speaking about the world’s best spy phone applications. This app comes with
everything you expect when looking for a monitoringsystem for your phone.

It will help you record phone calls, capture SMS, WhatsApp messages, even capture keystrokes,allow you to read
emails, read Facebook messages.

The app will as well track the device and you know what, from where you are you can turn on itsrecorder and record
conversations without the owner noticing.
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Vi. NTFS Stream Manipulation

NTFS is a filesystem that stores files utilizing two data streams known as NTFS data streams, as well as file
attributes. The first data stream contains the security descriptor for the file to be stored, such as permissions, while
the second contains the data contained within a file. Anotherform of the data stream that can be found within each
file is an alternate data stream (ADS).

ADS is a file attribute available solely in NTFS, and it refers to any type of data associated witha file but not in the
file itself on an NTFS system. NTFS ADS is a Windows hidden stream thatstores file metadata such as properties,
word count, access and author name, and modification timings.

ADSs can fork data into existing files without changing or altering their functionality, size, or display to file-
browsing utilities. They enable an attacker to inject malicious code into files on a vulnerable system and execute
them without the user knowing. Attackers use ADS to hide rootkits or hacker tools on a breached system and allow
users to execute them while hiding fromthe system administrator.

Once the ADS is attached to a file, the size of the original file will not change. One can onlyidentify the
changes in files through modification of timestamps, which can be innocuous.

Creation of NTFS streams:
When the user reads or writes a file, their only manipulation in the main data stream by default.
The following is the syntax of ADSs

filename.extension:alternativeNmae
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Open the terminal and type the following command to create a file named file_1.txt. echo"this is file no 1" >
file_1.txt

Now, type the following command to write to the stream named secret.txt. echo "this is ahidden file inside the
file_1.txt" > file_1.txt:secret.txt

[E8] C\Windows\System32\cmd.exe

C:\testrecho "this is file no 1" > file_1.txt

C:\testrecho "this is hidden file inside the file 1.txt" > file 1.txt:secret.txt

C:\test>dir
Volume in drive C has no label.
Volume Serial Number is 9445-3BC5

Directory of C:\test

27-05-2022 16:01 <DIR> -
27-05-2022 16:15 22 file 1.txt
1 File(s) 22 bytes
1 Dir(s) 155,960,602,624 bytes free

C:\test>

We’ve just created a stream named secret.txt that is associated with file_1.txt and when you look at the file_1.txtyou
will only find the data present in file_1.txt. And also stream willnot be shown in the directory as well.
The following command can be used to view or modify the stream hidden in file_1.txt notepadfile_1.txt:secret.txt

:\test>notepad file 1.txt:secret.txt

\test>

B  file_1.txtsecret - Notepad

File Edit View

"this is hidden file inside the file 1.txt"

The following command has used the copy the trojan.exe into a note.txt(stream)

C:\test>type Trojan.exe > note.txt:Trojan.exe
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The following command has used the copy the trojan.exe into a note.txt(stream)
C:\test>type Trojan.exe > note.txt:Trojan.exe

Here type command is used to hide trojan in the ADS inside an existing file.

After hiding trojan.exe behind note.txt, we need to create a link to launch the trojan.exe file fromthe stream. The
following command is used to create a shortcut in the stream.

C:\test>mklink game.exe note.txt:Trojan.exe

Type game.exe to run the trojan that is hidden behind the note.txt. Here, game.exeis theshortcut created to launch trojan.exe.

C:\test>type Trojan.exe > note.txt:Trojan.exe

C:\testrmklink game.exe note.txt:Trojan.exe
symbolic link created for game.exe <<===>> note.txt:Trojan.exe

C:\test>game.exe

C:\test>

File Home Share View
&« v P » ThisPC » Local Disk (C:) » test v | O

Name Date modified Type Size

s Quick access
ame 27-05-2022 04:14 symlink
Desktop 2 o
note 4 iment 4
& Downloads o — . S ——— — —
| 8= Trojan 27-05-2022 04:10 Application KB
| Documents
Vi.ADS Spy

AdSpy offers the most search options of any Ad Intelligence Tool, so you can find the data you want, how you
want. Search in the usual way: ad text, URL, page name. Search true data from user reactions in advert comments.
Be as rigorous as you need to: search or filter by affiliate network, affiliate 1D, Offer 1D, landing page technologies
- whatever helps you find the information you can work with. Open ADS Spy application and select the option if
you want to:

1 Quick Scan
1 Full Scan
Scan Specific Folder
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As we store the file in the Document folder, Selecting Document folder to scan particular folderonly.

N

Alteinate Data Streams (ADS) are peeces of info ndden s metadata on Nes on NTFS deves, They are not
visible in Explocet and the size they lake up is not reported by Windows. Recent trowser hgackerts started
mh. ADS to hide thew fies. and very fow anbimalware scanners detect this. Use ADS Spy to find and remove
these stieams

Note thes app can also display legtimale ADS streams. Dont delete streams f you are nol completely sure they
e mahcious!

" Quick scan (Windows base folder orly)

" Full scan (ol NTFS dives)

& Scan only this fokder [ (M |
V¥ lgnore sale system info data stroams [enciyptable’. *Summaryinfoemation’, etc)

™ Calculate MDS checkauma of streams’ conterts

Scan the system for altemate dala str | ® selected sreams |

IResd;

Browse for Folder X

Seiect a folder to scan:

v Il msec »~

, o DVDRW Drive (F:) v

I

Select an Option, if you want to scan for ADS, click “Scan the system for ADS”/ or click

removes button to remove the file

Vii. Snow

Create a text file with some data in the same directory where Snow Tool is installed.

7 Hello - Notepad - o x
File Edt Format View Help

R L LR EE
This is an orignal file

Hello World...!!
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As shown in the figure below, ADS Spy has detected the Testfile.txt:hidden.txt file from thedirectory.

Security Breaches and Countermeasures

SN ADS Spy v1.11 - Written by Merijn - O X

Altemate Data Streams (ADS] aee pleces of nfo hidden as metadata on fles on NTFS daves. They ae not
wvisibde in Exploret and the size they Lake up i not repoded by Windows. Recent browses hqackers stated
wing ADS 10 hide theu fles. and vety low antimalwate scannets detect thee. Use ADS Spy 1o ind and remove
these sheams

Nole thes app can also daplay legtimate ADS streams. Don't delete streams i you are not complotely sure they
oo mahcsous!

Quick scan (Windows base lokder only)
Full scan [all NTFS dirves)
* Scan only this lolder [C AL sms\IPS peca

\Documents __]

yumenalirdormation’, elc)

v lgnore sale system info dats streams ['encryptable’

Calculate MDS checksums of streams' cortents

Scan the wpstem lor alteenate data stroams |I Remove sedocied stieams

:Hea.’,‘

G ADS Spy v1.11 - Written by Merijr — (= >

Allsmate Data Streams [ADS) are precas of info hdden as metadats on Hes on NTFS deves, They ate not
vizible in E xplorer and the size they take up 1 not reported by Windows. Recent browser hsackers started
using ADS 1o hide ther ez, and very fow antimalware scanners detect this. Use ADS Spy o find and temove
these steans

Nole this spp can also display legtimate ADS streams. Don't delete streams #f ypou ate not completely suwre they
are mahcaous!

Quick scan (Windows base folder only)

Full scan [AINTFS dirves)
* Scan only this lokder {C\U see2\IPS paciakst\D ocumeants v |
v lonore sale system info data streams [‘encryplable’. Summanyinfoemation’, eic)

Calculate MDS checksums of streams’ contents

Scan the syatem for altemate data streams Remove telected stieams

BC \Usen\iPSpocukst\Documents\Testiie bt : Isddortext tut (33bytes) |

[Scan c omplete lound 1 alemats dats shieams ADS's)

Figure 6-50 ADS Detection

Go to Command Prompt
Change the directory to run Snow tool
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Type the command
Snow —C —m “text to be hide” —p “password” <Sourcefile> <Destinationfile>

The source file is a Hello.txt file as shown above. Destination file will be the exact copy ofsource file
containing hidden information.

= rmand Prompt — L) X

Go to the directory; you will a new file HelloWorld.txt. Open the File

HelloWorld « Notepad - O
File Edit Format View Help
L B R R
This is an orignal file
inpnuuRsnyssRnEgRnRUsS RSN

Hello World...!!

New File has the same text as an original file without any hidden information. This file can besent to the target.
Recovering Hidden Information

On destination, Receiver can reveal information by using the command
Snow —C —p “password123” HelloWorld.txt

@8 Command Prompt - O

As shown in the above figure, File decrypted, showing hidden information encrypted in theprevious section.

Viii. Quickstego
Image Steganography using QuickStego
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1. Upload an Image. This Image is term as Cover, as it will hide the text.
'] KSteg anography - Hide a Secret Text Message in an Image

[open image J§ sare mae

" MAGE DOT S M HA A QUICK I« LCH TEXT ME SSAGH Ext

2. Enter the Text or Upload Text File
3. Click Hide Text Button
4. Enter the Text or Upload Text File

5. Click Hide Text Button

1. Save Image
This Saved Image containing Hidden information is termed as Stego Object.
Recovering Data from Image Steganography using QuickStego

1. Open QuickStego
2. Click Get Text
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3. Open and Compare Both Images
Left Image is without Hidden Text; Right Image is with hidden text

IX. Clearing Audit Policies

Enabling and Clearing Audit Policies
To check command’s available option Enter
C:\Windows\system32> auditpol /?

Enter the following command to enable auditing for System and Account logon: -
C:\Windows\system32>auditpol /set /category:* System™’," Accountlogon*
/success:enable /failure:enable

To check Auditing is enabled, enter the command C:\Windows\system32>auditpol
logon™,"*System*'/get /category: ' Account

To clear Audit Policies, Enter the following command
C:\Windows\system32>auditpol /clear
Are you sure (Press N to cancel or any other key to continue)?Y

Shankar Narayan College
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1. Go to Logs folder:

Security Breaches and Countermeasures

1. Select any log file:

2. Open any log file; you can delete

(3 Kali-Linux-2017.3-vm-amdéd on localhost.localdomain - x
| Fe View W
(m wipeBADRS DD
‘ < > « @B w » Q = = 6060
bt H B B EEN
| @ Home backups cache Iib local lock 109
= H B E . -
[ Documents mad opt run spool unicomscan
! @ Downloads IIII
| 53 Musk
| 1 Pictures
(D Kab-Limn- 2017.3-vr-sendit om lecathost ocaidemain - x

Fle View W
. u

Open v+ | B
ay 2 87:25:08 kall

ay 2 07:25:68 kali
May 2 07:30:04 kali

May 2 07:30:04 kali
May 2 07:31:42 kali
ay 2 07:34:10 kali
v /root/Desktop/Test
ay 2 07:34:10 kali
(uid=0)

y 2 07:34:10 kali

May 2 07:34:23 kali
v root/Desktop/Test.
ay 2 07:34:23 kali

(uid=0)

y 2 87:34:23 kali
May 2 87:34:45 kali
mv /Desktop/Test. exe

ay 2 07:34:45 kali

May 2 07:34:45 kali
May 2 07:35:09 kali

ay 2 07:35:09 kali
May 2 07:39:04 kali

ay 2 07:39:04 kali
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CRON[32135):

CRON[32135]:
CRON[32149):

CRON[32149]:

sudo: root :

roBaAanDe @

auth.log
farfog

pam_unix(cron:session):

pam unix(cron:session):
pam unix(cron:session):

pam unix(cron:session):
gdn-password]: gkr-pam: unlocked login keyring
TTY=pts/6 ; PWD=/root ; USER=root ; COMMAND=/bin/

.exe /var/www/htal/share

sudo: pam unix(sudo:session): session opened for user root by

sudo: pam unix{sudo:session): session closed for user root

sudo: root : TTY=pts/6 ; PWD=/root ; USER=root ; COMMAND=/bin/

exe /var/www/html/share

sudo: pam unix(sudo:session): session opened for user root by

sudo: pam unix(sudo:session): session closed for user root

sudo: root : : PWD=/root ; USER=root

TTY=pts/@

/var/wwi/htal/share
sudo: pam unix{sudo:session): session opened

session

session
session

session

sudo: pam unix{sudo:session): session closed

CRON[32255]) :

CRON|[32255) :
CRON[32396) :

CRON[32396] :

pam unix(cron:session):

pam unix(cron:session):
pam unix(cron:session):

pam unix(cron:session):
Tab Wit § »

PanTent

session

session
session

session

Swe | 5 00O

opened for user root

closed for user root I
opened for user root

closed for user root

; COMMAND=/bin/
for user root by

for user root
opened for user root

closed for user root
opened for user root

closed for user root
Inl Cell - nNs
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Practical No. 5

d. Use wireshark to sniff the network.
Wireshark is a GUI-based packet capture program. As noted, it comes with some command-line programs. There
are a lot of advantages to using Wireshark. First, it gives us a way to view the packets easily, moving around the
complete capture. Unlike with tcpdump and tshark, we see theentire network stack in Wireshark, which technically
makes what we have captured frames ratherthan packets.

e Start Wireshark. Under the “Capture” header, select the “Interface List” option; orclick on the “Interfaces”
button on the toolbar:

This will bring up a list of network interfaces that Wireshark is able to capturepackets from:

.! Wireshark: Capture Interfaces EI@
Device Description P Packets Packets/s
1 tE| Local Area Connection Realtek PCle GBE Family Controller  fe80:310a:78:8f4c:385F 23 1 Details
1
| & Viware Metwork Adapter VMnetl  VMware Virtual Ethernet Adapter  fed0:08bbicG4a:cd556:288 0 0 Details
| E ViMware Metwork Adapter VMnetd  VMware Virtual Ethernet Adapter  fe80:585:84ca:5dblidii4 O 0 Details
l Help Start Stop Dpticns | [ Close ]

Select the network adapter (wired or wireless) that you are currently using to connect tothe Internet, and hit the “Start”
button. This will take you to the main window:

Wireshark is now capturing live network activity on your network interface. Notice that the list of packets is color-coded
to highlight different types of network traffic.

® Open your web browser and navigate to a few random web pages - observe that thenetwork packets
corresponding to your web browsing activity are captured and show up in Wireshark as well.

e By default, the list of captured packets will keep scrolling automatically during a live capture. You can
toggle this on/off using the AutoScroll toggle button in the toolbar.

®  After letting the capture run for a couple of minutes, press the stop capture
button. Do not close this capture session.

Filtering the Packet List
Capturing network traffic for a couple minutes could include traffic on many different protocols such as ARP, TCP,
UDP, DNS, HTTP, etc.

We may not be interested in all of these, depending on what we are trying to achieve. Fortunately, Wireshark allows
us to filter the list based on different criteria using the “Filter” toolbar:

Filter: l] Expression...

Shankar Narayan College
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Examining HTTP Traffic

The HTTP traffic that occurs during web browsing.

e Stop and close any capture that you may have open, and start a new capture.
e  Set the filter to show only HTTP traffic.

Start with the HT TP request sent from your web browser.

e In your  web  browser, navigate to  some webpage like  http://www-
scf.usc.edu/~csci571/Special/HTTP/proxy.html.
e Inthe top frame of the Wireshark main window, look for the packet that corresponds to your request.
This contains the URL in the “Info” section. Selectthis packet.
e Inthe middle frame of the Wireshark window, expand the “Hypertext TransferProtocol” section.
Notice the details given for the:

O GET request
Host
User-Agent
Accepts
cookie

etc

O OO0 OO0

File Edit Viev Go (Capture Analyze Statistics Telephony Tools Intenals Help

0o dAmd BEBEXR Ae»T LI (EE QaQD | #FBDM%B

Filter: | http [+] Bxpression... Clear Apply Save
No.  Time Source Destination Protocol Length Info
1038 60.90929600(192.168.1.6 54.243.134.78 HTTP 436 GET /v1.0/domains/1104 HTTP/1.1
878 49.022984000192.168.1.6 68.181.201.23 HTTP 444 GET /~csci571/Special /HTTP/proxy.htm] HTTP/1.1
902 49.80608700(192.168.1.6 128.125.253.183 HTTP 567 GET /~csci571/images/USCwebMarble.jpg HTTP/1.1
547 29.29868000(82.80.196.116 192.168.1.6 HTTP 650 HTTP/1.1 200 OK (text/html)
548 29.31245700(82.80.196.116 192.168.1.6 HTTP 498 HTTP/1.1 200 OK (text/html)
549 29.31465700082.80.196.116 192.168.1.6 HTTP 446 HTTP/1.1 200 OK (text/html)
695 34.210242000212.179.38.70 192.168.1.6 HTTP 528 HTTP/1.1 200 OK (text/html)
711 35.921897000212.179.38.70 192.168.1.6 HTTP 476 HTTP/1.1 200 OK (text/html)
753 37.052320000212.179.38.70 192.168.1.6 HTTP 510 HTTP/1.1 200 OK (text/html)
754 37.061466000212.179.38.70 192.168.1.6 HTTP 458 HTTP/1.1 200 OK (text/html)

Ethernet II, Src: AsrockIn_b9:57:4e (bc:5f:f4:b3:57:4e), Dst: Teracom Oe:02:ad4 (9c:8e:dc:0e:02:ad)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: 68.181.201.23 (68.181.201.23)
Transmission Control Protocol, Src Port: 52012 (52012), Dst Port: http (80), Seq: 1, Ack: 1, Len: 390

2025-2026

Frame 878: 444 bytes on wire (3552 bits), 444 bytes captured (3552 bits) on interface 0

Cm

a 48 6f

73 63 66 2e 75 73 63 2e
72 2d 41 67 65 6e 74 3a
2f 35 2e 30 20 28 57 69
20 36 2e 31 3b 20 72 76

c68f; WT B=18122)|
Gecko/2 0100101
Firefox/ 31.0..

cept: te xt/html,
lapplicat ion/xht

69 6f 6e 2f 78 68 74 6d
70 6c 69 63 61 74 69 6f}
30 2e 39 2c 2a 2f 2a 3b
63 63 65 70 74 2d 4c 6
65 6e 2d 55 53 2c 65 6¢f

a2
7 [Exper Ino a/equene ‘ GET /~csci571Specia'l/HTTP/proxy. html HTTP/1.1\r\n]

Request Method: GET

Reauest URI: /~csci571/Special/HTTP/oroxv.html A
0000 b -
0010 ~
0020
0030
0040

WY Daclate: 1000 Dienlaved: 51 (4 G221 D, el 0 (0 02 | Denfile Dafantt

ol N =] A I

Take a look at the HTTP response to the above request.

[zt

In the top frame of the Wireshark main window, find and select the “HTTP/1.1 200 OK” packet immediately below
the request for proxy.html. This is the response containing therequested web page.
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B. Use SMAC for MAC Spoofing.
SMAC is a MAC address changer that has a simple-to-use graphical interface that enables the less experienced
user all the way up to the guru to change a piece of hardware’s MAC address. The less experienced user will

appreciate the random generator whereas the guru will appreciatethe ability to hand enter a new MAC address.

2025-2026

Once it is installed, you will find the application launcher in a Start Menu subdirectory calledKLC. Click on that
folder and you will see SMAC 2.0. Click on that launcher and the SMACmain window (Figure A) will open.

Figure A

Figure C

i#% SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net

File View Opticns Help

WV Show Orly Active Network Adapters

IP Address
192.168.1.4

Active MAC
00-1F-3B-C7-EE-35

Mew Spoofed MAC Address

Restart Adapter |PCanfig

I_I_I_I_I_I_J

Random MAL List

| =

Refresh E it

Spoofed MAC Address Metwork Connection

Mot Sposfed
Active MAC Address

J Pasireless Metwork Connection
Hardware |0

|00-1F-3B-C7-EB-35

J |pcivven_8086dev_422%ubsys_ 11008086

Digclaimer: Use this program at pour own risk. ‘e are not rezponzible for any damage that may occur to any systen.
This program is not to be used for any illegal or unethical purpose. Do not use this program if you da not agree with

3 SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net

File View Options Help

D | Active | S poofed | Netwark Adapter | IP Address

| Active MAC

0005 Yes Mo Intel[R) Wirelezs \WiFi Link 49654GN 192168.1.4
0000 Mo Mo wiiN Miniport (L2TF)

0001 Mo Mo WA Miniport [PPTF)

0002 Mo Mo wiaN Miriport (PPPOE)

0003 Ma Ma WiAN Minipart [IPvE)

0004 Mo Mo Marvel Yukon 83E8033 PCI-E Fast Ethermet ...

0006 Mo Mo WAN Miriport (IF)

0007 Mo Mo Microzoft [SATAP Adapter

[ Show Only Active Network Adapters Update MAC

00-1F-3B-C7-EE-35

50-50-54-50-30-30
33-50-6F-45-30-20

00-14-80-F5-03-36

Mew Spoofed MAC Address

IPConfig

e e[ 5 5

Randam

MAL List

|METHDDATA LTD. [0OCOS1] ﬂ Refresh

E it

Spoofed MAC Address Metwork, Connection

[Net Spocfed
Active MAC Address

|Local Area Connection

Hardware |D

|DD-1 A-B0-F5-09-36 J |pci\ven_1 1abdev_4353zubsy: 902d104d

Dizclaimer: Uze this program at pour own risk. We are not responzible for any damage that may ocour to any system.
Thiz program is not to be used for any ilegal or unethical purpose. Do not use this program if you do not agree with
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The address listed will correspond to a manufacturer list that you can choose from.

If you know you want to spoof your MAC address to that of a specific manufacturer you can select a different
manufacturer from the drop-down list. When you make this selection, the address listed will change. You can
keep hitting Random until you get an address you like (oryou can just take the first random address you get).
Once you have your address, select the Options menu and make sure Automatically RestartAdapter is checked.
Once that is checked, hit the Update MAC Address button and the newMAC address will be applied.

C.Use Caspa Network Analyser.

When we correctly deployed Capsa, we cannot wait to start our first capture right away. Capsa7's new Start Page
guides us start an accurate capture mission step by step

O W Colasolt Capsa T e
H_; 7| Home Page 7 Tash Farem ([ dsout o el -
e R
| Ay Adaptar ]
Mame » Packrtsly Logal fres Connection
[ Loscat rma Cmmection 19216517 n ] Packet Eiltar @
Lol Ares Comnacticn 2 L]
TRP-ini12 Adugter vl yf—ﬂp, 1 Mo Eher sefected, accept ol i
Whbmiie etk Acdagter Videt] 192168 501 o B acket Fites Settings
Whimaie Mebwoik Sdaptes Vidnetd. 1921681681 0 I
Netwerk Prefile (7] I
Hirtwork Frofie 4 |
Analysis Profile o
l at l &t I ! I = Full Analyis
- d Te pravide compehenmre
Metertrk Profde Metwesrk Paglibe Network Prolie Mebwor Prodie 2 anatrn of ol the spplicatiom
i 2 ] 4 i metwnik probiems
(-l Ak ] ] Fluges midule Raded
MEN
¥ahoo
ARPTAARP
= = [ e = = = —_— E':“'SI
(o .Y 3 w i
== fly F w Fip
%55 @ o] Wl |5 (@
Wl angtyiy  ITraffic Montar  WTTP Aegdyrs [madfradzs DM Ansbsie FTP anskic W anabe L F @

1. Double-click @icon on the desktop.

2. Inthe Start Page, select your NICs (multiple selections available) in the Capture panelfirst.

Mame Ip Packets/s
Local Area Connection 192.168.6.12 22

[ Local Area Connection 2 0

[] TAP-Win32 Adapter V3 0

[T] Viware Network Adapter VMnetl 192,168,581 a

[C] WMware Metwork Adapter VMnetd 192.168.168.1 a

3. Select any Network Profile in the Network Profile panel.

4. Select Full Analysis in the Analysis Profile panel.

Click the big Run button to start a capture right away
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Use Omnipeek Network Analyzer.

Omnipeek is a high-performance network protocol analyzer, capable of decoding thousands ofprotocols for fast
network troubleshooting and diagnostics, anywhere network issues happen.

Real-Time Network Protocol Analyzer

Omnipeek provides real-time analysis for every type of network segment — 1/10/40/100 Gigabit,802.11, and voice
and video over IP —and for every level of network traffic.

ero00r00 i

Intuitive Graphic Displays and Visualization
Omnipeek delivers intuitive visualization and effective forensics for faster resolution of networkand application

t - Too Mary Bxves, Padet 42,406
Nveans 45 - Trpacu Lo

wtens Ouration Atk (17

EEEEREEE
§
1

eS8 6S

wetent Cr won Atk {2434 were
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Best-In-Class Network Analysis Workflow

Widely recognized as the best network analysis workflow in the industry, we make it easy todrill down to a
single packet — all from a single pane of glass.

* Top Application Catagorses by Bytes

v Application Utilzation - 1 Second Average

A-.hun-m Time - 1 Second Average

LMLLAMMM Mmd k. Mn.

WiFi Troubleshooting

The Omnipeek WiFi adaptor is a USB-connected WLAN device designed for wireless packetcapture. The
802.11ac adapter supports 802.11ac capture up to 2 transmit/receive streams (866Mbps wireless traffic) and
supports 20MHz, 40MHz, and 80MHz channel operation.

o
L]
’
o
o
0
'
L
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Monitor Distributed Networks Remotely
Integrating with LiveCapture, Omnipeek extends network monitoring and visibility for troubleshooting

application-level issues at remote sites and branches, WAN links, and datacenters.

|

[

1]

Voice and Video Monitoring and Troubleshooting

Monitor and troubleshoot voice and video over IP traffic in real-time with high-level multi-media summary
statistics, call playback, and comprehensive signaling and media analyses.

Simplify Troubleshooting Remote Devices

Easily troubleshoot end-user devices remotely and securely with encrypted files, avoiding theneed to travel to a

Compass

@ome X

user’s location

Shankar Narayan College
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Section 111 A.

Aim: Use Social Engineering Toolkit on Kali Linux.

Step 1: Select social engineering toolkit in the Kali Linux.

B eomP D] 2 3 4|

Q|
All Applications

(@ maltego (installer)

%° Settings

@ msf payload creator
I Usual Applications

. . social engineering toolkit (root)
Q 01- Information Gathering B

% 02 - Vulnerability Analysis

03 - Web Application Analysis

8 04 - Database Assessment

{0 05-Password Attacks

@ 06 - Wireless Attacks

gﬂ 07 - Reverse Engineering

&M 08 - Exploitation Tools

€& 09 - Sniffing & Spoofing

'(2 10 - Post Exploitation

@ 11 - Forensics

12 - Reporting Tools

@ 13 - Social Engineering Tools
42 - Kali & OffSec Links

Step 2: Select option 1. Social engineering attack

Step 3: Select option 3, website attack vectors

HEaaPorl| 23

i Shell No. 1
File Actions Edit View Help

)

LD

A G123 | & G

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

File System

N

Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors
Third Party Modules

Return back to the main menu.

Step 4: Select Credential Harvester attack method

Shankar Narayan College
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File System

1]

File System

N

Security Breaches and Countermeasures

O $ A G12P | a6

. Shell No. 1
File Actions Edit View Help

efresh the page to something different.

The Web-Jacking Attack method was introduced by white_sheep, emgent. This met
hod utilizes iframe replacements to make the highlighted URL link to appear 1
egitimate however when clicked a window pops up then is replaced with the mal
icious link. You can edit the link replacement settings in the set_config if
its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web att
ack menu. For example you can utilize the Java Applet, Metasploit Browser, Cr
edential Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell i
njection through HTA files which can be used for Windows-based powershell exp
loitation through the browser.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

Shell No. 1

File Actions Edit View Help

4) Tabnabbing Attack Method
5) Web Jacking Attack Method
6) Multi-Attack Web Method
7) HTA Attack Method

99) Return to Main Menu

>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates

2) Site Cloner

3) Custom Import

99) Return to Webattack Menu

>20

Step 5: Enter IP of the local server and URL of the attacking site

Step 6: now enter the ip in the browser, you will find clone website:

Step 7: You can see in the terminal the user id and password is being displayed.

Shankar Narayan College
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O o€

S eEPROE | 2 3 4|

®» | @ Facebook-loginc X i LinkedinLogin, Sic X in Linkedin Login, Si

& G @ Shell No. 1

Kali Linux g8 Kali File Actions Edit View Help

10.0.2.15 - - [24/Feb/2024 13:33:31] "POST /li/track HTTP/1.1" 302 -

Step 8: Post the attack user is redirected to the original site:
Section 111 A.

a. Aim: Perform the DDOS attack using the following tools
I HOIC
Step 1. Open hoic2.1.exe, once it open click on the “+” button

IN GEOSYNCHONOUS ORBIT

HIGH ORBIT ION CANNON
STANDING BY

FIRE TEH LAZER!

249 CANNONS DETECTED

Step2: enter the url you want to attack, then click on add button.
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TN Sort

View

- | IN GEOSYNCHONOUS ORBIT
ricBoost.hoic Target
pocumenT-ill VR

ww.visionsoftplus.com
rdp.rbp Power
2.7z [ |
21 Low Medium High

Booster (leave blank unless u know what ur doing)
RUCTIONS

GenericBoost.hoic

agent-test.hoi
stress.hoic HIGH ORBIT ION CANNON

STANDING BY THREADS OUTPUT TARGETS
[ [y W 2 ] bl
HIGH ORBI

ns2

ION CANNON FIRE TEH LAZER! 8 Obytes

249 CANNONS DETECTED

Step 3: Click on fire button to attack

Step 4: you can see the attack is carried on and check the same on wire shark also

IN GEOSYNCHONOUS ORBIT

Target Power Booster Status
www.visionsoftplus.com LOW GenericBoost.hoic RE

HIGH ORBIT ION CANNON
STANDING BY THREADS OUTPUT TARGETS

HIGH ORBIT
I1ON CANNON FIRE TEH LAZER!

249 CANNONS DETECTED

Step 5: To stop the attack again click on the Fire button.

1. LOIC

Step 1. Click on the loic.exe:

A C J > ThisPC > LocalDisk(C) > Users > Rajdeep > Downloads > LOIC_2.0.0.4-1 Search LOIC_2.0.0.4-1
© A ® W N Sort = View
y Name Date modified Type Size
p-Persor | Today
[ LoiC.config 4

&l Loic

[ LoIC.exesig 25-02-2024 00:42

loads

[ LoiC.pdb
mnents

(] LOIC.pdb.sig 25-02-2024 00:42 SIG File 2KB

Shankar Narayan College
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Step 2. Enter the URL click on Lock On button, change the parameter Like speed, method, number of thread, timeout. And
the click on IMMA Chargin button.

=]

— IMMA CHARGIN MAH LAZER
Lockon

198.71.249.64

198.71.249.64

C. Aim: Using Burp Suite to inspect and modify traffic between the browser and target application

Application name : Burp tool

1. Open Burp Tool: Click on next
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Burp Suite Communit

.
@ Welcome to Burp Suite Community Edition, Use the options below to create or open a project. Burp Su Ite
jessiona Co

mmunity Edition

@ Temporary project in memory

New project on disk Name

Open existing project Name File

ranca | YR

2. Click on start Burp

3. Select Proxy in the tab:
4. Go to proxy setting:

5. Click on Edit:
6. Change the port number in our case its change from 8080 to 9000. And then click on OK.

‘ Setting:
Search £ Tools > Proxy Manage global settings @ setting

All User Project = > 5%
@ Proxy listeners Project setting
£BY pusen Den lickanase S rarakia incamin HTTO ramiiacte fram uniir hrauiear Vaswill nasd 4a sanfiniea vaie browser to use one of the listeners as its proxy

¥"Tools Edit proxy listene X

Proxy. Binding Request handling Certificate TLS Protocols HTTP

— ocols Support HT...

e  — -

— @ These settings control how Burp binds the proxy listener.

Sequencer Bind to port: 9000 »

Burp’s browser

Bind to address: ® Loopback only

> Project

. Allinterfaces

Sessions
Specific address: | 127.0.0.1 v
> Network lections, You can import or export this
> Userinteiface
> Suite
Extensions
Project setting
@ Configuration library
oK Cancel
e ——— AITEMEmoa Uoes NoT matcn 1geTposy »
Up o And URL Is in target scope
Down

Automatically fix missing o superfluous new lines at end of request

9. Now go to the firefox browser: goto settings or preference depending on the version:

10. Search for proxy in the search bar and then click on setting:
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B | 83 Settings x | +
<« C @ Firefox  aboutipreferences#searchResults
proxy [x]
€83 General Search Results
@ Home Network Settings
proxy
Configure how Firefox connects to the internet. Learn more Settings...
Q Search

6 Privacy & Security
o Sync

E More from Mozilla

11. Now do the following steps:
a. select manual

b. Enter ip as 127.0.0.1 and port as 9000.

c. select option also use this proxy for HTTPS

d. click on ok

Security Breaches and Countermeasures

2025-2026

12. Now go to firefox search bar and type “about:config”. In the screen click on “Accept the Risk and Continue”.
13. Enter: “network.proxy” and select the option as per the image below, click on the right side button to make the

value true:

O | @ NewTab X | 883 Advanced Preferences x | + ~ = X
« © @ Firefox about:config w7 ® 9 =
network.proxy [[] Show only modified preferences
network.proxy.allow_bypass true =
network.proxy.allow_hijacking_localhost true = =
network proxy.autoconfig_retry_interval_max 300 rd
network.proxy.autoconfig_retry_interval_min 5 Id
network.proxy.autoconfig_url rd
network.proxy.autoconfig_urlinclude_path false =
network.proxy.backup.ssl 127.0.0.1 ’
network_proxy.backup.ssl_port 8080 rd
network.proxy.default_pac_script_socks_version 4 £
network.proxy.detect_system_proxy_changes false =
network.proxy.enable_wpad_over_dhcp true =
network.proxy.failover_direct true =
network.proxy.failover_timeout 1800 Id
network.proxy.http 127.0.0.1 £
14. go to web security academy, login and select academy go to:
15. scroll dow click on all path button:
H 13 2 H H H H .
15. click on button “resume” on server side validation section:
All learning paths
My progress 3of51 My progress 00f 51 My progress 00f29
-
Server-side vulnerabilities SQL injection API testing

This learning path introduces you to a range of
common server-side vulnerabilities. This is perfect if
you're new to web security and want to get an
overview of the kinds of vulnerabilities that exist, as
well as how an attacker might identify and exploit
them in real-world systems.

View progress

My progress

00f17

16. click on access Lab:

Shankar Narayan College

This learning path teaches you how to find and
exploit SQL injection, a classic vulnerability
responsible for many high-profile data breaches.
This path is suitable regardless of whether you're
completely new to SQL injection or want to improve
your existing knowledge and skills.

View path 2

This learning path teaches you how to test APIs that
aren't fully used by the website front-end. You'll learn
key API recon skills to help you discover more attack
surface. In addition, you'll learn how to identify
server-side parameter pollution vuinerabilities that
may impact internal APIs.
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APPRENTICE

< Server-side vulnerabilities 3 of 51

2025-2026

Web Security
Academy|*

Lab: File path traversal, simple case

My progress APPRENTICE
(® Path traversal (3 of 3)
Access control

Authentication

Server-side request forgery A T
(SSRF)

File upload vulnerabilities
OS command injection

SQL injection

17. Once the lab is open click on start the interception on in the burp tool.

This lab contains a path traversal vulnerability in the display of product images.

To solve the lab, retrieve the contents of the /etc/passwd file.

SKIP THIS LAB >

Up next: What is access control?

Note in he browser you will find page is not loading.
I

Burp Project Intruder Repeater View Help

Suite Community Edition v2023.12.1.5 - Te

1 - o
Sequencer Decoder {0} Settings

(5] * Problemloading page X | €83 Settings X + v Dashboard Target Prox Intruder Repeater Collaborator
Comparer Logger Organizer Extensions Learn
& X web-security-acac ¥¥ Intercept HTTPhistory ~ WebSockets history 8 Proxy settings
ﬂ ) Requestto b ity-acad t:443 [34.246.129.62)
Forward Drop Action Open brow... ¥
e Raw  Hex n o= e
Inspector oz -® X g
1 GET / HTTP/1.1
2 Host: . 5
— CeySadidE Request attributes 2 v =
ny.net 2
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; Request query parameters 0 v 2
x64; rv:123.0) Gecko/Z0100101 Firefox/123.0
4 Accept:
text/html,applicat xhtml4xml, applicat xml;q=0 Request body parameters 0 v
B .9,image/avif,image/webp,*/*;q=0.8 B
The proxy server is refusing connections & iz imsse: eus. enao. s
p y g € Accept-Encoding: gzip, deflate, br Request cookies 0 v
7 Upgrade-Insecure-Requests: 1 S
2 Sec-Fetch-Dest: docunment &
% Sec-Fetch-Mode: navigate Requestneaders 12 ¥
An error occurred during a connection to 10 sec-Fetch-Site: none
. 11 Sec-Fetch-User: ?1
0ac600b0039964a880b3c678008500eb.web-security-academy.net. i e hraiTars
13 Conmection: close
« Check the proxy settings to make sure that they are correct.
« Contact your network administrator to make sure the proxy server is working.
600b00399642880b3c678008500eb. web-security-academy.net
I [ = (ORCAIEY £ | onighlights
= | Eventlog Allissues @ Memory: 111.4MB

Page8of8 185words [I¥ English (india) (% Accessibility: Investigate

18. To load the field click on forward button.

Note you will have to click multiple time to load the entire page.

19. click on the first grid view details button:

20. Click forward on the burb application, go to request query parameter:

21. change the value of the productid to 3. Click on apply changes:
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= Burp Project Intruder Repeater View Help  Burp Suite Community Edition “Teso 1= a
(53 |+ Filepath traversal, simple case X | 83 Settings x  + 1
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder {3} Settings
Oeb,web-security~ q.cemester W tooger I Organizer (N extensions I Leam
Intercept HTTP history ~ WebSockets history {83 Proxy settings
ns
£ B Requestto b-security-acad t:443 [79.125.84.16]
Forward Drop Action Openbr.. || 4 W ez @B A
Prett Raw  Hex B n =
| e =) Inspector = @ X g
1 GET /product?productId=1 HTTP/Z
2 Host: 5
” ek < Back < > z
ny.net 3
3 Cookie: session=RtXemigIpSoJ0fLKAhbuwrPIAEWEeGx] Query parameter S
Poo Head - It's not just an The Lazy DOg BBQ Suitcase {4 Usex—Agent:. Huzilla/S;ﬂ (Hindcv% NT I.B.E; Winé4;
insullanymore. x€4; rv:123.0) Gecko/20100101 Firefox/123.0 Name
4 5 Accept:
$94 12 $59.77 §71.72 text/htnl,application/xhtml+xml,application/xml;q=0 productTd @
.9,image/avif,inage/webp,*/*;q=0.8
View details View details £ Accept-Language: en-US,en;q=0.5 z
View details Accept-Encoding: gzip, deflate, br g
5 Referer: Value 2
https: /. 880D 3, i
ty-acadeny.net/ 3
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
2 Sec-Fetch-Site: same-origin Decoded from:  URL encoding v @
Sec-Fetch-User: ?1
Te: trailers 3
Einfnlast AdSrarsilipars Pest Control Umbrella
600b00399642880b3c6578008500eb.web-security-academy.net R
e [ T@{@ € ||| | searcn P | Onighlights
Page100f 10 264words  [I¥  Enalish lindia)  Cs Accessibility: Investigate 1 evention  Anissues ) Memans 19R.0MR F100%
4. Then click on forward you will observe, page for item 3 will open instead of 1.
Step 1. Open Zed Proxy, click on quick start enter he URL and click on attack.
WD Unti n - ZAP 2.14.0 — o
File Edit View Analyse Report Tools Import Export Online Help
[standaramode v/ B d @ @ Z 2 R4 a8 ¢V © XE»eo@e  me
@ sites ¢ 47 QuickStat #* = Request <= Response ' Requester o=
>
enand
5 contess 2 Automated Scan
[Z] Default Context
@ sites . .
| R This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Atack’.
(|
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack: hitp:/iwww.sncollege.com v| @ select
Use traditional spider: ]
Use ajax spider: with ~ FirefoxHeadless v
4 Attack
Progress: Manually stopped
£ Histoy G Search [ Alents ] Output S Spider #* ® &
% New Scan Progress: 0: http:/www.sncollege.com N 12% </ CurrentScans:0 URLs Found: 1051 Nodes Added: 139 & Export e
URLs Added Nodes Messages
Processed Method URI Flags =]
=] GET hitp://www.sncollege.com/snc/ncc/e8 jpg
@ GET http:/iwww.sncollege.comisnc/ncc/ed.jpg
@ GET http:/www.sncollege.comisncincc/e10.jpg
@ GET hitp:/mwww.sncollege.com/snc/ncc/e11.jpg
=] GET hitp:/mwww.sncollege.com/snc/ncc/e12.jpg
=] GET hitp:/iwww.sncollege.comisnc/incc/e 14.jpg
Q GET http:/iwww.sncollege.comisnc/nce/e15.jpg

Step 2: go to report generate report, click on generate report:

Step 3: Output:
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sline Le... @8 ‘Made Mistake, No.. [ 2 BHK Flats in Mira.. [ PMP Certification P..  # 100% PASS PMPwi.. 1 Gmail @B YouTube #® Maps G howt

ZAP Scanning Report

Generated with X ZAP on Sun 25 Feb 2024, at 05:40:09

ZAP Version: 2.14.0

Contents
= About this report
= Report parameters
= Summaries
= Alert counts by risk and confidence
J =  Alert counts by site and risk

= Alert counts by alert type

= Alert counts by alert type

= Alerts

= Risk=Medium, Confidence=High (1)
= Risk=Medium, Confidence=Medium (1)

= Risk=Medium, Confidence=Low (1)

= Risk=Low, Confidence=Medium (2)

= Risk=Informational, Confidence=Medium (2)

= Appendix

= Alert types

About this report

Report parameters

Risk=Medium, Confidence=High (1)

http://www.sncollege.com (1)

Content Security Policy (CSP) Header Not Set (1)

> GET http://www.sncollege.com

Risk=Medium, Confidence=Medium (1)

http://www.sncollege.com (1)

Missing_Anti-clickjacking Header (1)

> GET http://www.sncollege.com

Risk=Medium, Confidence=Low (1)
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C. Demonstrate the use of the following firewalls

i. AIM: Zonealarm and analyse using Firewall Analyzer.

Stepl: Open zone alarm, click on firewall:
Step 2: Select Zone Rule: You can add/update new rule:
Step 3: You can select Firewall setting:

|

ZA ZoneAlarm Free Firewall

< Back

éb_ﬁ Firewall

Protects you from network snoopers and attacks.
Your public and private networks are protected.

© Two-way Firewall
@ Application Control
@ Port Protection

gl:l Application Control

QO Zone Rules
€ Firewall Settings
Firewall Events

Enables you to allow or block applications from connecting to the internet

Anti-Bot

B Application Permissions

Blocks malicious communications and stops bot threats

ZA ZoneAlarm Free Firewall

< Back

Firewall Settings

Public
off Medium High
Trusted
—_—
off Medium High

11 Comodo Firewall:

Step 1: Open comodo-> go to firewall.

Shankar Narayan College

Your Public Zone security is High. Lets you connect to
a network, but prevents anyone on the network from
connecting with you. Recommended.

Your Trusted Zone security is Medium. Lets you share
printers and other resources over trusted networks.
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COMOD O internet Security Pro - X

(1) Needs Attention | You haven't performed an initial scan yet FIX IT!

GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS \g‘

b 4
—=  Allow Application s+ Manage Networks 3

- Allow an application to connect to the internet. [ro Allow or block corinections frof othier

computers in detected networks.

» b 4
— Block Application =% Stop Network Activity
4l

Block an application from accessing the internet.

Block all network activity to and from this PC.

Stealth Ports » \LT View Connections #
@ Manage this PC's network visibility from other Q View applications which are connected to the

PC's.

internet.

[] <5 ?' Subscription: Activate Now [ EETIcT\)3

Step 2 : You can select and perform different Network activity like

a. Manage network: Like trust or block any network:

COMOD O Manage Networks ? X

DESKTOP-8KT98Q2 (This Computer)

192.168.29.67
st 2405:201:3f:58bd:a1c¢8:368:10fb:dd9a

8

Home #1

IP In 192.168.29.67/24, 2405:201:3f:58bd:
Gateway: 192.168.29.1

= .

B. allow or block any application by selecting application path:

/‘\%\\
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= X
FIXIT!
| EY
b 4
orks
nnections from other
ected networks.
- g
Activity
activity to and from this PC.
b 4
omns

MSC-IT Part 1 Security Breaches and Countermeasures
Open X
Lookin: | = System32 v @ @

/} Name - Date modified Ty

d 770409 07-05-2022 13:00 Fil |
Home " Advancedinstallers 07-05-2022 10:54 Fil
- 2 AMD 26-10-2023 01:13 Fil
" AppLocker 26-10-2023 21:43 Fil
Desktop " appmgmt 11-02-2024 15:48 Fil
- " appraiser 04-02-2024 00:20 Fil
| =2 AppV 04-02-2024 00:20 Fil
Libraries “ar-SA 30-10-2023 10:47 Fil
" bg-BG 30-10-2023 10:47 Fil
! " Boot 04-02-2024 00:20 Fil
This PC " Bthprops 07-05-2022 10:54 Fil
" ca-ES 30-10-2023 10:47 Fil
* “ CatRoot 07-05-2022 11:12 Fil

Network
File name: | v | Open

Files of type: Applications v 7C:3ncre|7

O PC's,

yrroTT O
O internet,

vrew-appreanaits Which are connected to the

EJ K: \;' Subscription: Activate Now [NV 271313

Allow or block network traffic in our machine:

Sealth mode: allow or block on incoming network:

View Connection: View all the connection in the network:

CC CO MOD 0 View Connections

Protocol Source

E @ © WINWORD.EXE [3948]

ot L TCP OUT

@ B msedge.exe [8764]
[ L TCPOUT

= urbanvpnserv.exe [16044]

[ }» TCP OUT 192.168.20.67:54989

L TCP OUT

[El svchost.exe [5400]

L/

L TCP OUT

192,168.29.67:55021

192,168.20.67:54738

192.168.29.67:55017

192.168.29.67:55009

Destination Bytes In
52.109.124.29:443 T7KB{12.0 ...
20.212.88.117:443 85KB

138.199.14.21:80

138.199.14.21:80

20.198.2.181:443

66 B {573 B/s}

66 B

66 B

Bytes Out . '

104 KB {1... @
58KB{1B..

e
66 B
66 B

e
66 B
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Step 3:

Security Breaches and Countermeasures
Go to firewall setting:

COMODO Advanced settings ? — O b4

v General Settings

v Advanced Protection

Application Rules

w Antivirus
— Firewall The following firewall application rules are active on this computer.
Firewall Settings 4 »® 1 [ f's)
npplication Rules Edit Remove MoveUp  Move Down Purge
Global Rules O Application Q. Treatas Q
Rulesets O ] E system Custom
Network Zones O }— Allow System To Send Requests If The Targe...
Portsets ] L Allow System To Receive Requests If The Se...
HIPS ; :
e O E E comoDo Internet Security Outgoing Only
v Containment
O E E windows Updater Applications Custom
w File Rating
O E1 & windows System Applications Custom
O =

Website Filtering

Metro Apps Outgoing Only

d. Aim: Use HoneyBOT to capture malicious network traffic.
1. Open HoneyBot click on start icon.

£ HoneyBOT - Log_20240226.bin = a
File View Reports Help
CENS I REIPPLC]
B Pants Date [ Time | Remote IP [ Remote Port_[ Local IP [ LocalPat__ | Protocal | Bytes |
7 26-02-2024 13:4311 192168.29.1 41289 192.168.29.67 7 uppP 2
1 Remotes 26-02-2024 13:60:41 192168.291 41289 192.168.29.67 7 upP 2
192.168.291
Step 2 :Double click on any one of the ip list:
#¢ HoneyBOT - Log_20240226.bin = a

File View Reports Help

a

&= lE]=)

@ 2R]218)

2 Fots Date [ Time | Remote I | Remote Part_| Local P [LocalPor__| Piotocol | Bytes |
7 6022024 1343010 192166.28.1 41269 1921682967 7 UDF 2

= Remates 26-02-2024 1350:41 192168291 41283 1921682967 7 uprP 2
192168251

Step 3: Select any of the packet , then select from the option of text or hex format to see the output.

£§ Packet Log (echo)

Connection Details:

Packet History

Date: 26-02-2024

Time: 13:43.11
Milizecond: 187

Time Zone: +6:00
Source IP: 192168231
Source Port: 41289
Server IP: 152.168.29.67
Server Port: 7 [echo)
Protocol: UDP

Bytes Sent: 1
Butes Received: 1

Packet Data:
View as (& test

" hex

]| v]

Time Direction | Bytes Data
134911 R 1 B
13431 T= 1 fi

B

e. Use the following tools to protect attacks on the web servers:
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1. ID Server

- x

Ihfér_n_etj-SerVéf['c.ilentif_icatiu.n Ut'ilily,m.DZ. oy J

£ I D Se rve - Personal Security Freeware by Stewve Gibson

Copyright [2) 2003 by Gibzon Research Corp.

Background Server Query | QaA [ Help l R A

Erter or copy / paste an Intermet server URL or IP address here [example: wins microzoft com) @
('T/ |m_sncullege_cnm

Wwhen an Intemet URL or IP hagz been provided above,
@' | Query The Server | ﬁ press thiz button to initiate & query of the specified server.

Server query processing :
C Server cloudflare
CF-RAY: 85aczddbad37ivd-txF
Content-Encoding: gzip
alt-zves h3="443"; ma=86400
Cluery complete.

The zerver identified itself as :

@ ||::I|:|udﬂare |

| Goto ID Serve web page |

ii. Aim: Microsoft Baseline Security Analyzer
Step 1. Open Microsoft Baseline Security application and click on scan a computer:

& v

Microsoft g L
®® ¥ Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or Windows XP. Scanning computers for security updates utilizes Windows Server Update Services. You must have
administrator privileges for each computer you want to scan.

Scan mutiple computers

About Microsoft Baseline

Security Analyzer

Scan a computer

Check a computer using ts name or IP Address.

.,'. Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

View existing security scan reports
[ View, print and copy the results from the previous scans.

Microsoft Security Web site
©2002-2013 Mcrosoft Corporation. Al rights reserved.

Step 2: Scan the computer or any computer in the network by providing IP, and giving report name. then click on start scan
button:
&

Ml:rOSOﬂl <
Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer o its IP address.

ot e —
s | ()
‘Security report name: [Mypcscan |

%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

Check for Windows administrative vuinerabilties
Check for weak passwords
Check for IS administrative wuinerabilties
Check for SQL administrative vulnerabilties
Check for security updates

[ Configure computers for Microsoft Update and scanning prerequisites

[] Advanced Update Services options:

Learn more about Scanning Options

Output: You will get Report for the Scan:
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& Microsoft Baselin ity Anal - a

Microsoft

‘©® ¥ Bascline Security Analyzer

~
Report Details for WORKGROUP - DESKTOP-8KT98Q2 (2024-02-25 02:31:17)
Security assessment:
Incomplete Scan (Could not complete one or more requested checks.)
Computer name: WORKGROUP\DESKTOP-8KT98Q2
1P address: 192.168.29.67
Security report name: MyPCSCAN
Scan date: 25-02-2024 02:31
Scanned with MBSA version: 2.3.2211.0
(Catalog synchronization date: Security updates scan not performed
Sort Order: ™
Security Update Scan Results
Score  Issue Result
] Security Cannot load security CAB file.
Updates How to correct this
Windows Scan Results
Administrative Vulnerabilities
Score  Issue Result
@ Automatic The Automatic Updates feature has not been configured on this computer. Please upgrade to the latest Service Pack to obtain the latest version of this feature and then use the Control Panel to configure Automatic Updates.
Updates What was scanned How to correct this
@ Incomplete A previous software update installation was not completed. You must restart your computer to finish the installation. If the incomplete installation was a security update, then the computer may be at risk untl the computer is Ny
Updates restarted.
What was scanned How to correct this
% Print this report [®) Copy to dipboard %

iii. Syhunt Hybri

Step 1: Open Syhunt hunt Appliation -> go to Dynamic Scanner,
Step 2: Insert URL you need to scan and click on “Start” button:
Step 3: Scanning in progress can be seen:

Step 4: Generate report by clicking on “generate Report” button:

| Stopped | http//www.sncollege.com

@ 0 & u [F)=
= @ Scan URL..

> 4, hitp:/ vy sncollege. com

" 1| Generate Report...
Syhunt Hybrid Tasl
User requested View Vulnerabilities
y — D185
Vulnerabilities: 4 Spidering PRI Miscellaneous b
High: of Duration: 1minTsec |
L - Reached Depth: 2
Mestine o8 URLs (Key): 175
Low: 3 —) URLs detected: 831
Info: 1 URLs dismissed: 878
URLS using POST: [}
Getb i URLS using Form :uth: 0
Detected Web Technologies: 2 32? using Jn-;rrp ek g
05 Type: Undetermined URLS“L""Q i G
Languages: JS/HTML = (Logout)
Security Checks: 0 ERLS 'Pg"_“’e_" g
Vulnerable URLs: 1 ity Foints:
Emails: 0
Timnst a .
Vulnerabilty Name Location (Double-ciick for details) Affected Paranfs)  Linels) Risk
28 Content Secuity Policy (CSF) .. hitp://www.sncallege.com/’ info
% Missing Cache-Control Header  http:/#www. sncollege.com/ low )
o e 3 ing Protection Header at
£ Missing Content Snifing X35 ... i //www.sncollege.com/ low |
24 Missing Clickjacking Protectio.. ~ hitp://www sncallege.com/’ low
{558 Content Security Policy (CSP) .. hitp://www.sncollege. com/ info
24 Missing Cache-Contiol Header  hitp://www.sncallege.com/’ low
24 Missing Content Shiffing XS5 .. hitp://www sncallege.com/ low
2 Missing Clickjacking Protectio...  hitp://www.sncollege.com/ low

[page | source | resources | response | results |

Step 5: Select the format or repot and click on Save:

2w
General
Report Details for: 1708453307492 Template Syhunt Hybrid Task
Report Title: Choose a report template: User req;
[Syhunt Scan Report © Standard

Notes:

Footer:

Choose a vulnerability sorting method:
©cvss3
O cvss2
O Four Step (High, Medium, Low, Info)

Shankar Narayan College

© Comparison
© Compliance (Web App)
(© Compliance (Mobile App)
© Complete

The following items will be included:
8 Organization Logo
8 User Notes
8 Session Details
| @ chars
8 Dynamic Content
| [ Comparison Info

() Compliance Info

(O] Compliance (CWE/SANS Top 25 2011 Most Dangerous Software Errors)
() Compliance (CWE/SANS Top 25 2019 Most Dangerous Software Errors)
(O] Compliance (CWE/SANS Top 25 2020 Most Dangerous Software Errors)
() Compliance (CWE/SANS Top 25 2021 Most Dangerous Software Errors)

8 Open report after generation

Save Report

ontent Sniffing XSS Protection at

jacking Protection Header at
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Section 3B

a. Tyrant SQL
Tyrant SQL is a Havij based cross-platform. It's Sqlmap's gui version.
Follow the below process to run the Tyrant SQL :
Step 1. Install below software and package:

->Python 2.7 Site: http://www.python.org/download/releases/2.7.5/

->PySide 1.2.0 Site: http://qt-project.org/wiki/Category:LanguageBindings::PySide::Downloads

Step 2: Run the file from command prompt
N

F:\Practical\Tyrant Sgl»python Tyrant.py |

Step 3: Use the vulnerable URL in target :
Example: http://redtiger.labs.overthewire.org/levell.php?cat=1

b. Havij : Open the Havij Application, in the target add any of the vulnerabilities site. We will be using below venerable
URL.: http://redtiger.labs.overthewire.org/levell.php?cat=1

Aim: Use the following tools for cryptography.

i. HashCalc
Calculating MD5 value using HashCalc

Testing_File - Notepad = @
File Edt Format View Help
IPSpecialise...
Certified ethical Hacking (CEM)...

1. Open HashCalc tool

o

Create a new file with some content in it as shown below.
Select Data Format as “File” and upload your file
4. Select Hashing Algorithm and Click Calculate

w
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V¥ PANAMA
M TIGER
W mMD2

¥ ADLERR
¥ CRCR

eOonkey/
T oMo

SlavaSont

HashCalc “, )
DataFomat  Data
[Fie _»] |[C\WUsers\Win7-1\Deskiop\Testing_Fie tat i

Fomat

[~ HMaC Test sing =
¥ M5 [ 1454811531 058 0e002c BdebEbect
M Mo4 [ as6t8dccbat3a87 64037 a 200243
W SHAY (3235233054 3c0c1588951 031 7dc 28HcA MbOd5
W SHAZS  |ecbdebebAi26428dad¥37 et dchidc 1 B Obct1 o5l
W OSHAM  [c7011 42004023 R6320808821 72205981 ddcB9) se3
W SHAST2 | abdeeSed0e02Ri4de04I04 4ee0E0 1300028008524

W RIPEMD160 [3cc1 60ca ba08 100 Jed 34c 506 70308654115

|6f831 8076426001 c6d1 ddeleficdbe 5047476020006,
[ 485650 T 795691 81 16abdB1 4205181 b 120656241 18

|41 a0l bEHIOBE06Ee 7 dI0eI45ES
|ec510c5
[nen
|
[ Cacuse | o | Hep |

5. Now Select the Data Format to “Text String” and Type
“IPSpecialist...” into Data filed and calculated MDS5.

MD?5 Calculated for the text string “IPSpecialist...” is

“a535590bec93526944bd4b94822a7625”

6. Now, let's see how MD5 value is changed from minor

change.

Just lowering the case of single alphabet changes entire

hashing value. MD5 Calculated for the text string

“IPspecialist...”997bd71ad0158de71f6e97a57261b9a7”

ii. Advanced Encryption Package
1. Download and Install Advance Encryption Package Latest

Version. In this Lab, we are using Advanced Encryption
Package 2014 and 2017 to ensure compatibilities on

Windows 7 and Windows 10.
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o Advenced Encrypton Packsge 2014 v5 98 - Tnal Verson =kl
Ehe EMal Ootore Jook Help

a eroyet [ Decryee |
g; ( wx ][ T ]
[ ostee J[  cemat ]

O  Encopton ]

St P asweord

(s ) Casecrer )
© v
(|

2. Select the File you want to Encrypt.
3. Set password
4. Select Algorithm

5. Click Encrypt

7. Compare both Files

7. Now, After forwarding it to another PC, in our case, in Windows 10 PC, decrypting it using Advanced Encryption
package 2017.

8. Enter password

Enter Password X

Ongm Decrypt, Open, Encrypt again (automatically),
Pastword »  ssssssssssss a
==
9. File Successfully decrypted.
TrueCrypt:
TrueCrypt is the tool to protect your data.
B TrueCrypt e >
Volumes M Favorites Tools Settings Help — - Home;age |

Drive | Volume | Size | Enayption algorithm Type -
- '
o
e 4
M =|
s
S O:
P \Device\Harddisk 1\Par tiion0 1.8TB AES Normal ’
e ®
st |
S-St
“~T: /
Se=U:
e £ 2ol

Create Volume I Volume Properties... l Mipe Cache I
Volume

| ~1 Select File.... |
B =ty Volume Tools... I Select Device... I
l Dismount I | Auto-Mount Devices I Dismount All I Exit I ‘
iv. CrypTool
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Cryptool is a free e-learning tool to illustrate the concepts of cryptography. Try Various Encryption/Decryption
algorithms.

@
File

Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis  Qptions  Window Help

ool |

D|=ef DS %80 & 2w

Cf Unnamedl

hello how are you

khoor krz duh brc

Press F1 to obtain help. L1 c1opa

Vi
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